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Moaysab A: YcTaHOBKa M HACTPOHKA CHCTEMBbI

Onucanne

Bel pabortaete uHAKEHEpOM B IEHTpe HHPOPMALMOHHON O€30MacHOCTH (JAemapTamMeHT
TMPOEKTUPOBAHKS 1 BHEIPeHHs) cucTeMHoro uuterparopa DEMO Lab.

Bam mopyuunu coOpath JeMOHCTPAIIMOHHBI CTEH B OTJEIbHON «TIECOYHHMIIE» W Pa3BEPHYTH
DLP-cuctemy Ha OT/IeIbHOM CETMEHTE CETH.

B «mecounue» passepHyT KoHTpoILiep JoMeHa (¢ katanoroM AD), ¢ KOTOpsIM HEOOXOUMO
Oyner ocymiecTBUTh uHTerpanuio DLP-cuctemsl. JIo ycTaHOBKM cHCTEMBI HEOOXOIMMO TOATOTOBUTH
JIOMEHHBIX T10JIb30BaTENEH.

B kauectBe BHUPTYanbHOW WH(PACTPYKTYPHI JUIS MHIOTHOTO MPOEKTa HCIOJNB3YETCS Cpenia
BupTyamu3aiy VMware Workstation.

B kauectBe DLP-cucremsr BoiOpan mpoxykr InfoWatch Traffic Monitor (IWTM).
HeoOxommo pasBepHyTh KOMIIOHEHTHI YpoBHs ceti (Network) u xocra (endpoint).

Bam He00X0IMMO YCTAHOBUTH M HACTPOMTH KOMIOHEHTHl DLP-cucTeMbl B COOTBETCTBUH C
BBIJIAHHBIM 33JIAHUEM.

HeobxomuMo HCTIONB30BATh CEAYIONUE BUPTYaNbHbIE MAIIMHBL:

o AD-Demo.lab (xouTposnep momena demo.lab, mpasa XocToBas MaminHa)

o Astra TM (mpenycTaHOBNECHHBIN, PaBa XOCTOBas MAIIWHA)

o DB-IWDM (Windows Server mis IWDM-DB, npaga xocToBast Mamusa)

. WSRV-IWDM (Windows Server ans IWDM, neBast XocToBas MaInHa)

° Nonoanutenbubie BM past IWTM

OCHOBHBIMM ~ KaHQJIaMH TOTCHIMAIbHOW yTEUKH JAHHBIX SABJIAIOTCA HOCHTEIH
UH(bOpPMAIMH, HNEKTPOHHAS TI0YTA U PA3TNYHBIE HHTEPHET-PECYPCHL.

B kommaHuy pa3BepHYT AOMEH €O BCeMH COTpyAHMKamu ¢ ykazanueM OHO, nomkHocTH M
KOHTAKTOB.

[Ipu BBIMIONHEHUH 33/IaHUI MOXKHO TOJIb30BATHCS CMPABOYHBIME PECypcaMu B ceTH VHTepHET
1 IOKYMEHTAIUEH HA KOMITBIOTEPAX.

Ecmu B 3amanuy HEOOXOIMMO CHENaTh CKPUHIIOT, HEOOXOAMMO HA3hIBaTh €0 MO HOMEpY
3a1aHus, Hanpumep: 3a1aHue 5 KOMMPOBAHKE.|pg.

JlunammaHoe pasBuTie Kommanud Demo.Lab mprBeno K 3HAYMTENTHHOMY PACUIMPEHHIO INTATA U
mepee3y B HOBBIA oduc. B cBs3u ¢ 3TuM, npuHATO permenne o pacmupernn Beeid UT- uHppacTpykTyphl

KOMIaHUHU, B TOM YHCIIE U CHCTEM 0OecTiedeHrs KOPIOpaTHBHOM 0€30MacCHOCTH.
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C uenbto moBbimenus Oe3omacHocty  cepsep |WTM O pasBepHyT Ha
OCcnennansaoro HasHauenus Astra Linux SE 1.6.
Heobxomxumo murpuposats pemenne InfoWatch Traffic Monitor (IWTM), cornacko
PEKOMEHIAIMAM, MOTy4eHHsIM 0T Toppasaeneuuil BHeaperus ['K Mudosory. OcHoBHAS uzes
— MaKCUMaJIbHOE pa3HeceHne KoMIoHeHT ypoBHs ceTu (network, IWTM) u xocta (endpoint,IWDM)
JUIs pacripe/ieNieHns Harpy3Ku B CBS3U C YBETMYEHHEM YICIA COTPYIHUKOB.
ITo Bo3MokHOCTH Bce MMeromIMecs HACTPOMKH u coObITHS B cucTeme (kak IWTM, Tak n

IWDM) HeoOX0quMO0 COXpAHHTH MPH MATPAIHH.

3ananue 1: PasBeproiBanue DLP yposus cetn. InfoWatch Traffic Monitor.

B kauectBe DLP-cuctembr BoiOpan mpomykt InfoWatch Traffic Monitor (IWTM).
Heobxoaumo MUrpupoBaTh MM pa3BepHYTh C HYJIA KOMIOHEHTHI YpOoBHA ceTH (network) u xocra
(endpoint).

B cootBercTBHH ¢ Baimeii 4acThio MHIOTHOTO MPOEKTA Ha OTACIHHOM CETMEHTE CETH
«TECOYHUIBY 3aKa3ynka HEOOXOIMMO MUTPHPOBATH MIH YCTAHOBUTH C HYIS Ha 3 PasHBIX MAIIHHbI
cremyrorue cerebie kommonenTsl InfoWatch Traffic Monitor:

. OcHoBHoit cepsep Oe3omacHoct IWTM (Node) (Astra Linux SE 1.6)
. basa naunbix IWTM (Database) (Astra Linux SE 1.6)

. Benomorarenbhsiit cepep IWTM (Sniffer) ans mpuema xonuu tpaduka c
BHPTyabHOro kommytaropa (CentOS 7)

Cucrema, yCTaHOBJICHHAS 0€3 COXPAHEHHBIX COOBITHI JJOMyCTHMA, HO OIIEHUBAETCS MEHBIIMM
komuecTBoM OamnoB. Jlomyckaercst ycranoBka IWTM Node u IWTM DB na CentOS 7, ato He Oyner
CYMTATHCS OTHOLECHHO BHITIOJTHEHHBIM 3a/[AHAEM.

Heobxomumo wmurpupoBath Node wumum Database cepBep Ha OTHENbHYI0 MAmMHy ¢
coxpaHeHneM 0a3bl JAHHBIX HA OT/AENbHON MAIluHe, YCTAHOBUTH U HACTPOUTH MIEPEXBATUMK CETEBOTO
tpaduka (Sniffer) wa ornenpubiii ceppep IWTM (Sniffer). [ns mnepexsata Tpaduka MOKHO
HCTIOJIB30BATh BTOPOU /IaNTEP HA XOCTOBOW MAIIKHE.

[Tapamerpsr IWTM: Bepcus — Enterprise, CYBJI — PostgreSQL.

Bce paseepHyThIE cepBepa JOMKHBI OBITh JOCTYMHBI JUIs YIpaBieHus (CIyxObl) u
MOHMTOpPHHTA 13 KoHCoH ynpasnenns IWTM.

Bama 3amaya — ycTaHOBUTH YyKa3aHHble KommoHeHThl IWTM  wucmone3ys
pacrpe/IelieHHbIH CLEHAPHIl yCTaHOBKH (M pHC. 1).
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Pucynok 1. Cxema passeptoiBanust DLP ypoBHs cetn.
Huntepdeiicet VMWare ESXi HeoOxomumo onpeneuTb W HACTPOMTH
CaMOCTOSITEILHO.
[lonTBepaANTh  BBINOJTHEHHE 3aJaHUA CKPUHIIOTAMH (OCHOBHBIE MOMEHTBL:  IIpaBKa
KOH(UTYpauMoHHBIX (ailioB, U3MEHEHHE HACTPOEK, MPOBEpKa padoTOCIOCOOHOCTH, OTYET O COCTOSHUH
cucreMsl B Web-koncomu [WTM).

3ananue 2: PaseproiBanne DLP ypoBus xocta. InfoWatch Device Monitor.

B coorBercTBUM ¢ Bamieil yacThi0 MMIOTHOTO MPOEKTa CETH 3aKa3uhka HEO0OXOAMMO
TMPOM3BECTH MUTparmio cefytonux endpoint-kommonentos InfoWatch Device Monitor (IWDM):

. Ocrosroit cepsep Oe3omacwoctn WSRV-IWDM (Node)

. baza nauneix DB-IWDM (Database) . Coxpanenne Beex co0bITHii H KOHpHTYpaImii
Oy/eT 3HAUMTETbHBIM ILTIOCOM.

Bepcns CYB] IWDM pis yeranoBku wid murpamun — PostgreSQL.

B crmydae HEBO3MOXKHOCTH COXpaHEHHS KOH(QUIYpalun JOMYCKAeTCs YCTAaHOBKA C HYIS. JTO He
OyIeT ABIATHCS MOMHBIM BBITIOMHEHNEM 33IaHUS, HO TIO3BONUT MEPEHTH K CIIEAYIOMIM ITaIaM.

Ilpu paznecenun wommoHenToB HeoOxoqumo Y4yects I[IPABUJIBHOE pacnogaoxenue
BHPTYAJbHBIX MAIIHH HA XOCTOBBIX KOMNbIOTepax. Moayab Mo:xkeT ObITb AHHYJIHPOBAH, MPH

HEMPABUJIbHOM PACII0JI0KCHUN BUPTYAJIbHBIX MAIIIMH HA X0CTaX.
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3ananue 3: Moakmouenne ucrounukos undopmamun 1s DLP yposus cetu (IWTM).
3epkanaupoBanue Tpaduka.

[locne pazBeproiBanus ceTeBbix KoMrnoHeHToB |[WTM HeoOxomumMo BKIIOUUTH TIPHEMKOMUHU
Tpaduka ¢ KoMmmyTatopa (i npotokono HTTP).

Bama 3anaya — nactpouts IWTM Ha 3axBar u ananu3 Tpaduka B COOTBETCTBHH C puc. 1

&

HUuTepHeT

.Y
&

LAN ceTh

Sniffer

" pHC. 2.
Pucynok 2. Cxema passeproiBanust DLP yposHs xocta (+ unrerpamus ¢ DLP yposus cetn).

3ananue 4: [IpoBepouHasi moJauTHKA.

Heobxoammo co3maTh HOBYIO WM MCIOJB30BaTh HMEIOMIYIOCA IONMTHKY Ha MPOBEPKY
YCTaHOBJICHHOU CUCTEMBI (IIOCJIE MUTPALIUH).

[lomutuka pomkHa pabotaTh Ha: [lpaBuio mepexaun (MCTONMB3ys TONBKO MOAKTIOUCHHBIH paHee
pexxum SPAN), kormpoauus, Oydepa oOmeHa (i paboThl B MPUIOKEHHSX ), @ TAKKE XPaHEHHS.
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33(1)HKCI/IpOBaTL CO3JJaHUC U BBLINNOJHCHUC ITOJTUTUKM CKPUHIIOTAMH.

Taxxe HeoOXomuMo co3aaTh BHIOOPKY TobkO Ha mpaBunia SPAN (2 u Gonee). Pexomenmyercs cpenath
CKPUHINOT TIOATBEPAK/ICHNS, YTO JaHHAS TONHTHKA paboTaet, uenonsays Sniffer.

3aganme 5. 3ammura HTTPS-coenunenus ¢ IWTM. Co3nanne umndpoBbix

cepruukaTon

Jlns KoppeKTHO# paboThI HEKOTOPBIX CEPBUCOB, MPEIOCTABNAEMBIX BHYTPU KOMIAHIH, 3aKa3unKy
HeoOxoxuMo pazepHyTh CTpyKTypy PKI. CrenepupoBanHsie ceprudukars! (M BCSLENOUYKA JOBEPHUS )
HE JIOJDKHBI UMETh OIMOOK, KPUTHIECKHX MOoNei (KpoMe YKa3aHHBIX) HIMHEBEPHBIX JaHHBIX. Tak e
TocIe TeHepalui BeeX CepTU(UKATOB, OHHM JIOMKHBI OBITh YCTAHOBJEHBI B JOKATHHOE XPAHMITHINE HA
KOHTPOIIEPE 1OMEHA.

Bce cepTuduKkathl M COOTBETCTBYIONIME WM 3aKpBIThIC KIHOUH JOMKHBI OBITh TOMEIICHB B
nanky Ha pabouem crone. lanee ykazana uHQopMmanus 11 cepTHQUKATOB, KOTOPYIO OHH AOJKHBI
coaepxarb. MoXHO HCmonb30BaTh J000e yaooHoe [10 mns pabotel ¢ ceprudukatamu, He

AOITYCKACTCA OIIMOOK B OCHOBHBIX U JOIIOJIHUTCIIBHBIX HOJIS[XCCpTI/I(I)I/IKaTa.

OOwmue cBoiicTBa (mM0Js1) I BCeX CepTHOUKATOB:

Crpana: RU
Topon: Ufa
OpraHusanms: Proffessional
[Toxpaznenenue: IT

Kopnesoii cepruduxar:

commonName: CA
E-mail: ca-support@demo.lab
[lepuon me#cTBuS: 10 net
AnbrepHatuBHbIe HMeHa cyObekta mo DNS: CA; CA.demo.lab

IIpomesxyTOUHBIH CcepTHUKAT:
commonName: Intermediate

E-mail: support@demo.lab
AnbrepHatuBHbie nMeHa cyobekra mo DNS: Intermediate; Intermediate.demo.lab

CepBepHblii  ceprugukar (I0:keH 3ampamuBatbess ¢ cepepa |WTM npn
coeIMHEHUHM ¢ HUM Yepe3 Opay3ep):


mailto:ca-support@demo.lab
mailto:support@demo.lab
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Ha ycmoTpenne yuacTHuKa, TOMKHO TOIIEPKUBATHCS 3AIIUIICHHBIN JOCTYI TTOJOMEHHOMY
umenu u/uiu IP cepepa

Ioab3oBaTeabckuii cepTHPHUKAT (T0/KeH 3aNPANIMBATLCSA ¢ KJIHEHTOB NMPHCOETHHEHHH
¢ cepepom I\WTM uepe3 Opaysep):

Ha ycmoTpenne yuacTHuKa, TOMKHO TOIIEPKUBATHCS 3AMIUIIEHHBIN JOCTYN MOAOMEHHOMY

umenu u/unu IP cepsepa

Tenepayuto cepmugpuxamos 3agpuxcupyiime cKpuHWIOMaMu.

Cosdannvle cepmuuramol, K104, CKpURMbL 014 UX CO30AHUA U CKPUHILOMBINPOUECCA
pazmecnume ¢ nanke «Certificates IWTM» na pabouem cmone komnsionepa.

3aganme 6. 3ammra HTTPS-coequnenuss ¢ IWTM. Hcnoas3oBanne uudpoBbIx
cepruduxaron

[IpumennTe UppoBbIE cepTU(UKATBI 115 3AIUTHI KIUEHT-CEPBEPHOTO COETUHEHHS 10 TPOTOKOTY
HTTPS npu noaxmouennn k BeO-koucomu IWTM ¢ y3na AD-demo.lab mo DNS-umenn Bamero Traffic
Monitor. Kopaesoii ceprudukar A0WKeH ObITh YCTAHOBIEH HAa BCEX MAIIMHAX CETH C TOMOIIBIO
TPYNNOBBIX MOJUTUK. Takke HEOOXOAUMO YCTAHOBHUTH CepBEpHbII cepTudukar Ha BeO-cepep Traffic
Monitor, a KTHEHTCKUH — Ha HEOOXOAUMBIE YCTPOKCTBA B CETH.

[IpoBepky HEOOXOMMMO OCYHIECTBHTH C mMoMombi0 Opaysepa Google Chrome.
[IpenpssieHue cepTudUKaTa CEPBEPOM 1 KIMEHTOM OLCHHBAETCS BHIIIE, YEM TOIBKO CEPBEPOM.

HeobxoaumMo Takke cienath J0CTyI ¢ moMomipio Rutoken

3agukcupyiiTe Bce 3Tanbl BbINOJIHEHHS 33JaHUs (HACTPOiika Be0-cepBepa, CO3daHHe
TPYNIOBOH TOJUTHKH, CHHCOK CepTHUKATOB B XPAHWIMIIE JOMEHA, YCTAHOBKA 3alIUIIEHHOTO
HTTPS-coennnenus u T. I1.) CKPHHIIOTAMH,

Heo0xomumo ykazath B orvere, ¢ momombl0 kakoro DNS mmeHu ocymectBiasiiach
MPOBEPKA COeAMHEHHUS.

3aganue 7: becnaposabnoe SSH-coenunenue 3amumennoro gocryna k I WTM

Jlns ynanennoro ynpasnenus [IWTM Node Hactpoiite Oe3omacHblii OecriaposibHblii (MOKM0OUY)
noctyn no SSH (ucmons3yst nporpammy PuTTY, ¢ momorbio RSA-kmioua) ¢ konTposmepa gomena (AD
Demo.lab, Domain Controller).

[TaponbHast gpasa ans Kiaoua (ecau NpuMeHUMO): XXXX1234 (umu cBosi, TOMECTHTH B
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(aiin oryeta Ha paboueM cromne), hailn Kimoua TakKe COXPAHUTh PAIOM C (paiioM oTdera.
3adukcupyiite Bce Tambl (reHepanus Koya, NOJKII0YEHNE) BBIMOTHEHHS 3a[aHus

ckpunmoTamu. HeoOxomumo coxpanuts SSH-ceccnto B SSH-KienTe s MpoBEpKH

3apanne 8: SSH-kmoun aas goctyna mexay komnonent IWTM

Amnanornyno 3amanumio /7, crenepupyinre RSA-kmou na IWTM DB u nactpoiite
mexcepsepHbiit foctyn mo SSH ¢ IWTM Node wa IWTM DB.

[laponbHas paza mis kmoya (ecmu npuMeHuMo): XXX X 1234 (uiiu cBosi, MOMECTUTD Bl
0T4eTa Ha paboveM CTOIIE)

3adukcupyiite Bce Tambl (TeHepanus Koya, MOJKII0UEHNE) BBIMOTHEHHS 3a[aHus

CKPpUHIIOTaMH.

3apaunue 9: Pazgepuure ALD Pro

B cBsi3u ¢ nocietHUMU COOBITUSAMY M CAaHKIMSIMU Ballla 3a/1a4a HayaTh Mepexoj Ha
nHdpacTpykTypy Astra Linux, moatomy Bamia 3aiaya passepayts ALD PRO mpotectupoBaTh n

CUHXpOHM3UpOBaTh ¢ AD.

Badukcupyiite Bce dTambl (HacTpoika KOH(Ura) BHIMONHEHNS 3a/1aHNs CKPUHIIOTAMH.
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Moayinb E. AHaniu3 BbIsiBJICHHBIX HHIUEHTOB.
Pagora ¢ IDS/SIEM

Beenenue

HeobOxomumo yctanoButh, Hactpouts 1 npoeputsh I\W ARMA [F.

3ajanne BKIIOYACT TPOBEPKY HA OOHAPYKEHHE W3BECTHBIX aTak (CreHEPUPOBAHHBIX
YYaCTHUKOM).

Bce neiictBus HeoOX0AMMO TOKyMEHTHpPOBaTh cKpuiotamu B Gopmare: |DS-2-1-3, rie
T — Task (3amaua), 1 — HOMep 3a1anus, 2 — MOANYHKT 3aaHuA (IPH HAMYMK), 3 — TIar.

Ha xaxnoe 3ananue OBA3ATEJIBHO HeoOxomuMo cOXpaHSTh CKPUHIIOTHI BCEX ACHCTBUM
10 U3MEHEHHIO HACTPOEK (YCTaHOBKA, MCTIOJIB30BAHUE KOHCTPYKTOPA (DUIBTPOB, CO3/IAHUE OTYETOB U
T. J.) # TpoBepke pabOTOCIOCOOHOCTH cHucTeMbl W TpaBwi. Dopmar CKpUHIIOTOB A
JIOKYMEHTHPOBAHNUS JICHCTBUMN YKA3aH BBILLE.

BA/KHO! 3anpemaercs Bo3aeiicTBOBaTh HA MHQPACTPYKTYPY YEMIIHOHATA, 00bEKTHI
MHpOpPMATH3ANMM HA IVIOMIAIKH H 32 NpeeiaMH IVIOMAJKH, MAIIMHBI APYTHX YYACTHHKOB
3KcnepToB. O0beKTaMu aTaKk MPH MOACJMPOBAHUH YIPO3 A0JIKHBI ObITH TOJIbKO cOOCTBEHHbIE
BHPTYaJbHbIEe MAIIMHBI.

[Ipu BHIMOMHEHMM 3a/jaHUN  PEKOMEHIYEeTCS MCIONb30BaTh CIEAYIOIUE BUPTYalbHbIE
mamusasl IW ARMA IF (HeoOxomumo co31aTh M HACTpOuTh), HesamumeHHble Mamuasl OWASP
(HeoOX0IMMO CO3HaTh M HACTPOMThH), AUCTpUOyTUBHI 11 TectupoBanus (Kali) wnm unble
cBoOoHbIe yTHAUTHI U OC.

3ananue 1. Havanbhas ycranoBka u Hactpoiika cucrem IW ARMA IF
1. O6pa3 IW ARMA IF neobxomumo passepryts B VMWare Workstation.

a. ng noKiIr0ueHus BO3MOXKHbI [IBa BApUaHTa (HACTPOUTH UHTEP(PEHCHI, afpecariio s
uHTepderico BLIOPATh CAMOCTOATENBHO):

1) Ucnonb3oBath 1 ceteBoit maTepdeiic 1 ynpaBieHus, 2 — s mepexBara
tpaduka (B oomiei cetu NAT)

1) Wcnonb3oBats omus uuTepdeiic ams Beex VM B Hepaz00pumBoM pekume
b. Hactponts HOBOro aIMHHHCTpATOpa CHCTEMBI ¢ MOMHBIM focTymom (Officer).

C. 3arpy3uth ¥ TMPUMEHUTH AKTyalbHbIE MPaBWia (Pe3yNbTaT yCHENHON 3arpys3ku
3a(hMKCHPOBATH ).

3agukcupoBaTh  BBINOJHEHHE 33JaHUSI CKPHUHLIIOTAMH: HACTpOIKa  ceTei,
0JIb30BaTeJIeil.
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3anucarb Bee sorunbl M napoau B paiiie ARMA.txt Ha paGodem croue!

3ananue 2. ba3osas paGora ¢ npasusnamu |W ARMA IF

1. Co3math n mpuMeHUTH MoMb30BaTenbckoe mpasuio [IW ARMA IF o0HapykeH#s MOTBITOK
JOCTyNa K CETEBBIM TAmKaM BUPTYalbHOW MammHbl (Win). [IpoBepuTh BBHINONHEHHE C MTOMOIIBIO
BUPTYAJILHON MAIIAHBI.

1. TlpoBecTH JeTeKTHPOBaHKE Tpa(uKa COTIACHO YKA3aHHBIM MPABUIAM C TIOMOIIBIO
ARMA

3adukcupoBaTh  BBITIOJHEHHE 3aJaHus (OpaBWwia U OOHAPYXKEHHbIE COOBITHSA)
CKPUHIIIOTAMHU.

3ananue 3 [IpoBepka cucTeMbl Ha BbISIBJEHHE H3BECTHOM aTAKu:

1. CamoctosTensHo, ¢ momompio yTiut Kali Linux uimm aHANOTHYHBIX MMHUTHDOBATH aTaky (Ha
BbIOOP) Ha MI00YI0 BUPTYaibHYIO MamuHy (B aucTpuOyTuBax BbUlokeHa MammHa OWASP) uiu
UHOM ceTeBOi Tpahuk

1. 3aduxcuposath neTekTupoanue ataku ¢ momoutso W ARMA IF

4. TlogrotoButh oT4eT 00 OOHApYKEHHOM aTake COIJIACHO MpPUJIAaraeMoMy B
JIOTIONHUTENbHBIX (ailnax mabioHy, HazaTh OTyet 00 M3BeCTHOM atake.docx

3adukcupoBaTh BBINOJHEHHE 321aHUS CKPUHIIOTaMH. Pa3mecTuth oTder HAa Padouem
CTOJIe KOMIIBIOTEPA.

3ananue 5. @opmupoBaHue 0TYETOB

1. Chopmupoats otuer B IW ARMA IF no coOpiTism u3 3amanus 3 (mapameTpsl HABBIOOD)

Bee ordersl 3auKCHPOBATH CKPHHILOTAMM.
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PervoHasbHbIA 3Tan YeMIHWOHATa MO NPOPecCUOHAJbHOMY MacTEPCTBY
«[IlpodeccuoHanbl» W YeMNUOHATA BbICOKMX TEXHOJIOTHM Pecny6iuku
balkopTocTaH

F7 «KopnopaTnBHaA 3awuta OT BHYTPEHHUX Yrpo3 MHPOpMaLMOHHOM He3onacHoCTUY»

Otuersl DLP
Japanue 1. Iloan3oBaTean

H606XOI[I/IMO CO31aThb ITOJB30BATCIIA CUCTCMBI C IPABAMM NO0CTYIA TOJIbKO Ha YTCHUC U
BBITIOJIHCHHUC OTYCTOB, CBOAOK U COOBITHIL

o Jlorun: reportsuser, mapomb: XXXX5467
3aganue 2. CBoaku

Co3zpaiiTe HOBBIE BKJIAIKU CBOAKM B pasaene «CBoaka» moj HazBaHueM «XT12022» u

«Oco0bie CBOIKIY

3ananue 3. Bumkers

IIpu co3danuu evl60poK 01 C6000K HEOOX00UMO NOMewamv UX 8 KAMAN026bl00POK
«HT2022»

Buibopku, eudscemot, ceo0xku 0onsicrvl cooepcams munumym 1 coovinue!

Cosnaiite B cBomke «XT12022» 4 BumKkeTa:

1, Bribopka 1o coObITHSM KpayJiepa 3a oCieHUH MecsI]

/3 Bribopka mo monMTHKaM ¢ TEXHOJOTHSAMU: TEKCTOBbIE O0OBEKTHI, TEYaTH, dTATOHHbIE
JOKYMEHTBI 33 TIOCTIeHue | THEH

3. CTaTHCTHKA 10 MOMUTUKAM 3a nocnennue 14 nueit

4, Ton HapymmTenen 3a MOCIEAHIOK HEEIH0

3amanue 4 Ocodas cBoAKA
o} HeoOxomumo co3math Bumker B pasgene «CBomkay, Bkmagka «OcoOble CBOIKHY,
0TOOpaKAKOIIMKA COOBITHS ¢ YPOBHEM YTPO3bl OT HM3KOTO 10 BBICOKOTO Ha IIpaBHIia

KOTMPOBAHHMSA M XPaHEHHS 3a TIOCTIEHNE 7 JIHEH.
3agpukcuposamsb CKpuHWIOMOM KOHCIPYKMOPA 8b1OOPKU.

b. HeoOxomumo co3nate BumkeT B pasgene «Coaka», Bkaagka «OcoOble CBOAKM» s
OTOOpaXEHWS HAPYIICHWHA TOJNBKO OT 000MX KOMIIBIOTEPOB HApYIIUTENEH

(BUPTYAIbHBIX MAIIMH) TONBKO C BBICOKAM YPOBHEM TPO3BI 3a MOCIETHAE 3 JTHS.
3apuxcuposamsb cKpuHWIOMOM KOHCIPYKMOPA 8bIOOPKU.

1. HeobOxomumo co3nats BumkeT B pasaene «Coakay, Bkianka «OcoObie CBOAKIY I

oToOpakerns Hapymerui coobrtuit Sniffer (SPAN) 3a mocnennue 3 s

3apuxcuposamsb cKpuHUIOMOM KOHCIPYKMOPA 8b1OOPKU.
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