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Onucanune

Bbl paboracTe uHKEHEPOM B LEHTPe HHPOPMALMOHHOW 0€30MacHOCTH (JemapTaMeHT
TMPOEKTUPOBAHNS 1 BHeIpeHus ) nuuterparopa DEMO Lab.

Bam mopyummu coOpath AeMOHCTPAIMOHHBIN CTEH/ B OTACIBHON «IIECOUHHIIS» W Pa3BEPHYTh
DLP-cucteMy Ha OT/IETBHOM CETMEHTE CETH.

B «mecounue» pasBepHyT KOHTpoJuiep JoMeHa (¢ katanoroM AD), ¢ KOTOpsIM HEOOXO0AUMO
Oyner ocymecTBuTh uHTErpanuio DLP-cuctemsl. Jlo ycTaHOBKM cHCTeMBbI HEOOXOIMMO MOATOTOBUTH
JIOMEHHBIX TOJTb30BATENEH.

B kadecTBe BHPTyanbHOW MH(PACTPYKTYPHI JUIsl MAIOTHOTO MPOEKTa HCMONMB3YETCS Cpea
Buptyammsara VMware Workstation.

B kauectBe DLP-cucremsr BoiOpan mpomykt InfoWatch Traffic Monitor (IWTM).
Heobxoanmo pa3zBepHyTh KOMIOHEHTHI ypoBHA ceTu (network) u xocta (endpoint). Bam Heobxoammo
YCTaHOBUTH U HACTPOUTH KOMIOHEHTEl DLP-cricTeMbI B COOTBETCTBIHM C BBITAHHBIM 331aHHUEM.

HeoOxomMo HCTIONB30BaTh CIEAYIONINE BUPTYNbHBIC MAIIMHBL;
1 AD-Demo.lab (xoutpomnep nomena demo.lab)

[1 Astra TM (mipeaycTaHOBICHHBIH, HEOOXOIUMO HACTPOUTH)

1 WSRV-IWDM (Windows Server gus IWDM)

[1 W10-agent-1 (IIK nepBoro HapyummTess)

(1 AstraClient (ITK Broporo Hapymmrens)

CereBble HACTPONKU BUPT. MAIUIMH YKa3aHbI B 00NOIHUMENbHOU KAPMOYKe 3A0aHUIL.

Cemesvie adanmepbl Ha supmyaibHblX MAUWURAX Heo0X00uMo Hacmpoumbs camocmosnen bHO!

OCHOBHBIMM ~KaHaJlaMM  TOTEHUMAIBHOM  YTEUKH JAHHBIX SBIAIOTCA  HOCHTENH
MH(OPMAIIMH, FEKTPOHHAS TI0YTA U PA3TNYHBIE MHTEPHET-PECYPCHL.

B kommnanuy pasBepHYT IOMEH €O BCeMH COTpyAHUMKamu ¢ ykasanuem OMO, nomkHoctd 1
KOHTAKTOB.

[Ipn BBIMONHEHUH 3aaHUI MOKHO TIOJIB30BAThCS CIPABOYHBIMU pecypcamu B ceTHHHTEpHET
1 IOKYMEHTAIMEH HA KOMITBIOTEPAX.

Ecnu B 3a7aHun HEOOXOAMMO CENaTh CKPMHIIOT, HEOOXOJMMO Ha3bIBaTh €ro MOHOMEpY
3a]1aHus, COTIIACHO MpuMepa: 3a1aHue S KOMMPOBAHUE.]Pg.
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3ananne 1. Ilogroroska Active Directory (AD)

Jlns  panpHedimux pabor B AD  HeoOXomuMo c037aTh TOAPA3IEIEHHE OpraHU3aLUK
(Organization Unit) mox Hassanuem «RCOffice», 100aBuTh B HErO HOBBIE KATaJIOTH MOJIb30BATEIICH K
kommberoTepoB (Users m Computers). B katamor Users tpebyercs M00aBHTh CIETYIOITHX
M0JIb30BATEIIEH:

o iwdm-ad (mpaBa JOMEHHOTO aIMHHHCTPATOPA), TIOJIB30BATENb IS MAIIHHBI
IWDM-NODE u xoucomu IWDM

e  dbadmin (mpasa nomennoro anmuuuctparopa, mit WSRV-IWDM u koucom IWDM)
e userl (1 mammana W10, mpasa momb3oBatens gomena, W10-cli)
e user2 (2 mammana Astra, mpasa mosp3oBatens nomena, Astra-Cli)

e user-ldapsync (mpaBa monb30BaTeNs JTOMEHA), TOJb30BATENb JUIS OCYIICCTBICHHS
L DAP-cuHXpoHH3aMH

e tmoff (mpaBa momb3oBatens nOMEHA), MOJB30BATENb I BXOAA B BEO-KOHCOINb
IWTM

Jlomyckaercst co3aHue IOMONHUTENbHBIX TOAPA3eNeHIl BHYTPU YKa3aHHBIX Ui yA00CTBA
pabOTHI (HampUMep, AT TPYIIOBBIX HOIUTHK).

Jlnst Bcex monb3oBaTeneit He0OX0AMMO 3a1aTh Mapomb XXX X1243

CTouT y4ecTh, YTO TOCNIE BBOJAA B JOMEH, KOMIIBIOTEPHI HEOOXOMMMO MEPEHOCHTh B paHEe
co3nannblii karanor Computers (Baytpu OU «RCOfficey)

B cootBercTBMM ¢ TOMMTHKOM KOMMAHWH [y oOecriedeHus 0e30MacHOCTH KOMITBIOTEPOB
OpanMaysp IOKeH ObITh aKTHBEH. {1l yCTAaHOBKYM KOMIIOHEHTOB CHCTEMbI HEOOXOMMO HACTPOUTH
npaBuiIa OpaHaMay3pa ¢ MOMOIIbIO TPYTTOBBIX TIOJTUTHK JOMEHA.

Bsectu B JIOMCH BCC BBIIICYKA3aHHBIC CCPBEPHLIC M T0JIb30BATCIILCKUC MAITMHBI (B T. 4.
Astra-Cli).

3ananue 2: Hacrpoiika INTM

1. Hacrpoiite LDAP-cunxponusanuto 111 IWTM ¢ momomibio monbs3oBatens
user-ldapsync.

L. Jlns  pabotet ¢ koucombto IWTM  HacTpoiiTe JOMONHUTENHHOTO —JOMEHHOTO
nonb3oBatens tmoff (3agats Bce Berpoennsie pomn (officer n administrator) 1 Bce 00MacTH BUAMMOCTH), HO
yIpaBJieHHe MPOIOKUTH OT moJb3oBaTes Officer.
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3ananue 3: PaseeproiBanue DLP ypoBus xocra. InfoWatch Device Monitor

B cooTBercTBUM ¢ Bamei 4acThi0 MUIOTHOTO MPOEKTA HA OTAEIBHOM CETMEHTE CETH

«TECOYHHUIBY 3aKa3urka He0OX0MMMO Pa3BepPHYTH ciieaytomue kommnoneHTs InfoWatchDevice
Monitor (IWDM):

1. BJ PostgreSQL,;

1. OcHosHoit Cepep u KoHconb ympapieHus.

3. Arentsl IWDM Ha MalIuHbl «HapyIIHTENCH»

Bama 3agaya — ycranoButh ykasanubie komnoneHTsl [\WWDM Ha BupTyanbHbie MamiHbLBxox B

CHCTEMY HEOOXOIMMO OCYLIECTBUThH OT paHee CO3MaHHBIX (CM. 3amanue Nel)

JOMEHHBIX TI0JIE30BATEIEH.

1 Vcranosuts 6a3y panubix PostgreSQL na mammny WSRV-IWDM.

[ Vcranosuts Device Monitor Server u xonconb ympasnenus Ha Mammny WSRV-
IWDM. Cepsep HeoOX0auMO TOAKIIOUUTD K paHEE YCTAHOBICHHOM 0a3e TaHHBIX. YTIpaBlIeHNe
CepBEPOM OCYIIECTBIAETCS ¢ oKabHOH Koncomu Device Monitor.

[ VCTaHOBUTH JONONHUTENBHYH) KOHCOMb yrpasieHns Ha Mammay AD-Demo.lab.
(1 Yecranosuts InfoWatch Device Monitor Client na ITK mosm3oBateneii myrem:

O yIaJIeHHOTO  pacmpocTpaneHuss dvepe3 3amauun B Device Monitor Ha
BupTyanbHyto Mauuny AstraClient,

0 IpynmoBbIX MOJMTHK Ha BUpTyanbHyto Mammuy \W10-agent-1.

OcymiectBuTe uMHTErpamuio cepsepa OesomacHoctn IWDM ¢ Active Directory ot
mosip3oBatens USer-ldapsync, cosmannoro panee. HeoOXoaumo CHHXPOHH3HPOBATh KaTajor
KOMIIBIOTEPOB U M0JIb30BATEIIEH.

[Ipu pabore IWDM Opanamaysp pomkeH ObITh akTuBEH. BbikmtoueHue Opanamayspa
NPUBOJMT K CHUKEHHIO OLIEHKH.

3ananue 4: PazeptoiBanue InfoWatch Crawler

Jlns xoHTpons OOMMX CETEBBIX PECYpcoB B OpraHM3alMd HEOOXOAMMO pa3BEPHYTh
crenyromue ceteBbie kommnonenTsl InfoWatch Traffic Monitor va Manmany WSRV-IWDM: Crawler Server
u Crawler Scanner

[locne ycranoBku InfoWatch Crawler HeoOxomumo co3maTh 3aauy Ha EKEIHEBHOE
CKaHUPOBAHHE CETEBBIX pecypcoB. [IpeaBaputensHO TpeOyeTcs co3aaTh OOy CETEBYHO MANKy Ha
BuptyanbHoii MammHe WSRV-IWDM: «RC_share iwdmy ¢ mpaBamu uTeHus u 3anucu
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IS BCEX MOJB30BATENICH JOMEHA

3agpuxcuposams cKkpunuomom pabomocnocodHoCy Kpayiepa u 3a0ay, npogepums cpadomxy Ha
7100011 aiin u 110010 NOTUMUKY.

3ananue 5: bazoBasi mpoBepoYHasi MOJHTHKA

HeoOxommuMo co3maTh HOBYIO MM MCIONB30BaTh HMEIOLIYIOCS MONMTHKY Ha MPOBEPKY
YCTaHOBNEHHOH cucTeMbl. HanmenoBanune momutiku «Yemmuonarly [lomutuky HeobXxo1uMo MpoBEPHUTH!

[Tomuika fomkHa paboTaTh Ha BCe BO3MOKHBIE coObITHS: [IpaBuio mepemadn, komposaHus, Oydepa
oOMeHa (imu paboThI B MPUIOKEHHSX ), @ TAKKE XPAHEHHS.

B kauectBe 00bekTa 3amIMThl HEOOXOAMMO KOHTpONMpOBaTh mepenauy Tekcra: Ilepsasi HacTpoiika
CHCTeMbI MPOM3BeEIeHa YCIemHo! YCTaHOBUTb HU3KHIA YPOBEHb YTPO3bI TS BCEX COOBITHH, 100aBHTb Ter
«Yemmuonat». Bce 00BEKTB, TEXHONOTMM W T. 1., CBS3AHHBIE C JAHHOM TONMTUKOM, HAa3bIBaiiTe
«Yemmuonat, Yemmuonar 1» u 1. 1. Heobxoammo co3aath 3ampoc, BEIBOAAIINNA HHPOPMAIIUIO TOJIBKO O
YeThIPEX COOBITUSX Pa3HBIX TUIIOB (MIEpeaya, KOMMpoBaHue, Xpanenne u Oydhep ooOMeHa), o oTHOMY
COOBITHIO Ha KaKIbI THIT

BaxHo yuuTbIBaTH MOP(ONOTHIO M BO3MOKHYIO 3aMEHY OyKB Ha JaTHHCKHI an(aBuT.
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Moayas [I. Texnosmoruu areHTcKOro MOHHTOPHHIA

3ananue 1. I'pynnosbie moATHKA:

aghuxcupyiime éce manvt Hacnpoiku, co30anus u 6binoHenus (cpabamvleatue,
20e 803MOXCHO) 6cex ZPYRNOGLIX NONUMUK CKPUHUWOMAamu!
I'pynnoBasi mojutnka 1

(1 MuHuManbHAd IHMHA MApons JOJMKHA COCTABNATb 9 CHMBOJIOB;
(1 Cpoxk *m3HI mapoist AoykeH coctaBnath 10 aueil.

(] KonmuecTBo COXpaHEHHBIX mapoeit: |

Buvinonnenue 3a0anuii noomeepoums cKpunuiomamu.
I'pynnoBast nontuka 2:

(7 OTKIHYATH BO3MOKHOCTB JIOKANBHOTO BX0Ja JUist Tonb3oBateneit tmoff u
user-ldapsync ¢ momoIbr0 rpymnmoBbIX MOMATHK;

Buvinonnenue 3a0anua nodmeepoums cKpunuiomamu.

Crneyroniye MoJTUTHKHA HEOOX0AMMO IPUMEHUTH Toabko aist Windows 10 kiaunenToB
mis OU «RCOfficen:

I'pynnoBasi nouTuka 3:

C momoIpl penakTopa TPYMIOBON MOMMTHKH 3aMPETHTh JOCTYN K PEHAKTOPY peectpa u
TUcTeTyepy 3a1ay. BrimonHeHne 3a1anus MOATBEPAUTh CKPUHIIOTAMA.

I'pynnoBasi nosmTuka 4:

Co3maiiTe  rpynmoByl0 TOJUTUKY UL  OTOOpaXKEHUS TEKCTOBOTO  COOONICHHUS
nonb3oBatensM mocie Bxozxa B Windows ¢ conepxanuem « PY 20231y

['pynnoBasi monuTHKA 5:

B cBs3u ¢ ynanenHoit paboToi COTpYAHMKOB, ToAkiodaromuxcs no RDP u cmywaitno
BBIKJTIOYAIOMIMX KOMIIBIOTEpP, HEOOXOIUMO 3alpPETUTh BBIKIIOUEHHE, CTISAIIUIA PEXUM U Mepe3arpysky
KommbtoTepa 13 nutepdeiica Windows.

I'pynnoBasi mosuTHKa 6:

3amats O0s3atenbhbii (Mandatory) mpodumb s mob3oBaTens USEr-cli2. DranonHbid mpodmis
MOHO C()OpPMUPOBATH C M0OOr0 MOMB30BATENS.

I'pynnoBasi nomTuKa /:

Ycranouts o padouero crona ¢ morotunoM «RC2023» Ha BceX KIMEHTCKUX MaIIMHAX IOMEHA C
TIOMOIIBIO TPYIIOBBIX MOMUTHK. DoH HE0OX0MUMO pa3paboTaTh CaMOCTOATENBHO.
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I'pynnoBasi mosnmrtuka 8:
Jlnst ymporeHuss KOMMYHHUKAIIHA MEXITy OTAeIaMu TpeOyeTcs OCYIIECTBUTh 100aBIeHne

CETEBOr0 JMCKA (TAaNKH, CO3JIAHHOM paHee s Kpaynepa) 00mero JoCTyna ¢ MOMOIIbI0 TPYMIOBBIX
nonutik Windows 8 AD ¢ aBToMaTiH4eCcKuM TOKITIOYEHHEM IPH 3aTPy3Ke CHCTEMB.

3aganue 2, moauruxu AstraLinux:

3aghuxcupyiime éce manvt HacNpouKu, co30anus u 6binoHeHus (cpabamvleanue,
20e 603MOJHCHO) 6cex NOIUMUK CKpuHuomamu!

Hoaunuxa 1

Co3nath JokanpHyto momutiky mapodneit jig AstraClient rpaguaecknmu cpencrsamu fly- admin s

JIOKQJTBHBIX TOJIb30BATENEH:

0 MuHAManbHAS JTIMHA TIAPOJIS JOMKHA COCTABIATh 9 CHMBOJIOB,
N Cpox XH3HM Maposisd T0JuKeH cocTaBiath 10 Hei.

0 MaxkcnManbHOe KOJTMYECTBO HEYNAYHBIX MOMBITOK BXOAA: 3.
Honunuka 2

Paspemmth nCcmoONB30BaTh TOMBKO HoBepeHHBI USB-HOcHTe®D.

Buinonnenue 3agukcuposamy ckpunuwiomonm.

Ionunuka 3
Paspemuth BBIKIHOYATh KOMIBIOTEP JTOKATbHO M YIAIEHHO TONBKO aIMHHHCTPATOPY.

Buvinonnenue u pearusayuro 3a([)ul<cuposamb CKpUHUIOMOM

Honunuxa 4

Cosnarp monb3oBaTens astrakKiosk. HactpouTs pexuM rpaguueckoro KHocka COmpejieeHHbIM
npuioxkernem (XCA) 1is onmpeeneHHO# TPyl M0Mb30BaTENS.

Buvinonnenue 3agpuxcuposamo ckpunuwiomom

3ananue 3, Hactpoiika |\WDM

e lcnonb3yiite s Bxoaa B kouconb IWDM nomennoro monmp3osatens iwdm-ad , 6 . u. ons
6x00a 6 KoHCOnb 0e3 napons (2anoykoil). 3ajaTh MAKCUMAJbHBIE MpaBa [aHHOTO
nosb3oBatens Ha padboty B kouconu IWDM.

IIposepunv pabonocnocodnocns, 3aghuxcuposans HAcCHPoiKy U 6bIROIHEHUE
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CKpUHUIOMOM 3anymenn0ﬁ KoHCOU.

e Heobxomumo co3mate W BeimonHUTh 3agady IWDM cosmanus  mapons
JCMHCTAIALMY U MALIKH, K KOTOPBIM 9T0 mpuMeHuMo. [Tapoms: xxXX 1122

3aganue 4, noautuxku | WDM

Heo0Oxoaumo co3ats HoBbIe momutukd |\WWDM:

MosmTuka 1:
Hazpanne: «Otaea 1», rpynma KOMIIbIOTEpOB: MaIlMHA T0Jb30BaTeNs USer-clil
[MoauTnka 2:

Hasganme: «O1aen 2», rpymnmna KOMIBIOTEPOB: MalliHA TMONb30BaTeNs USEr-cli2

[IpaBuaa s Otaena 1
[Ipasuo 1

HeoOxomuMo 3ampeTuTh co3iaHMe CHUMKOB 9kpaHa B rpad. penakrtopax (Paint3D u Paint) u
KaJIBKYJIATOpPE A1 IPEJOTBPAIICHNS YTEUKHN JTaHHBIX.
IIposepuns padonocnocodnocns u 3aguxcuposans 6vinoNHeHUE CKPUHUWLONOM.

IpaBuJo 2

Heo0Oxomumo 3anpeTuTh 3amuch (ailioB Ha BCE CheMHbIE HOCUTENM MH(popManuu ((IenKn),
OCTaBUB BO3MOKHOCTh YTEHHS M KOMUpoBaHHS ¢  HUX. [Iposepuns padonocnocodnocns

U 3agpuKCUPO8aANs BbINOHEHUE CKPUHULONOM.
IIpaBuio 3

C yyetoM paHee CO3/aHHOW TOMMTHKM HEOOXOAMMO pa3peliuTh 3amuch (ainoB Ha
JIOBEPEHHBIl HOCHTENb. 3aIIPET Ha 3aIMCh HA OCTAIIbHBIC HOCUTENN OCTABUTh B CHIIE.

IIposepuns padonocnocodnocns u 3agpuxcuposans HACKPOIKy CKpUHULONAMU.
IpaBu.o 4

Wckmrounts mpunoxenue calc, cmd u powershell u3 mepexsara Device Monitor.
HeoOxomumo yuecTh pasHbie BepCcHH I Pa3MUHbIX APXUTEKTYP.
3aghuxcuposamo svinonnenue ckpunuomom (OKHO HACPOUKU).

IIpaBuio 5
1. 3abnokupyiite nocryn k CD/DVD mist coTpymHHKOB.
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2. Cotpynnuky wu3 oTaena 2 moHajgoOunoch Bocrmonb3oBathes CD/DVD, mepenaua
MH(MOpPMAIIMH COTIACOBAHA C PYKOBOJACTBOM M TeTiepb BaM HEOOXOIMMO OCYIIECTBUTb BbIJayy BPEMEHHOTO
noctyna (Ha 120 MMHYT) KIHMEHTY Ha MCTOJBb30BAHHE TPUBOAA. BpeMeHHBI TOCTYN HO0JKEH OBITh
TIONy4eH C MOMOIIbIO «Tene(oHay. Jaghukcuposams cKkpunwomamu evloauydociyna.

IIpaBu.io 6

HeoOxoumo 1mocTaBuTh Ha KOHTpOMb Oy(ep oOMeHa B TekcToBBIX mporeccopax (Word
wmi Writer wiu Wordpad).
IIposepuny pabonocnocoénocns u 3aguxcuposans 6vinoIHeHUe 3AHECEHUEM RApPbl COOLIMUIL 6
IWTM na 1061 nonumuxu.

IpaBuJo 7

Ha BupTyanbHo#l MamuHEe HEOOXOQMMO 3ampeTUTh HCTOJNb30BaHMEe OyQepa oOMeHa mpu
TMOAKITIOYEHHH K YIaIeHHbIM MallHaM 110 mpoTokomy RDP.
IIpogepums  pabonocnocodnocns  nonvimkoi  Konupoeanua nexkcna u3z ceanca RDP u
3agukcuposams  evinonnenue ckpunuwiomon. Jna pabomsr RDP  moscen nompedosansvcs
00NOTHUMENbHASA HACIPOTIKA.

IIpaBu.io 8

Heo06xo01uM0 yCTaHOBHTH KOHTPOIb 38 KOMITBIOTEPOM MOTEHIIMATIBHOTO HAPYIIUTENS BCIyyae
ucnonb3oBanus Opaysepa Firefox m Chrome myTem co3manus cHUMKOB dKpaHa Kaxnpie 60 cekyHn wm
TPH TIEPEXO/IE B APYTOE OKHO.

Ipogepuns pabonocnocodnocns u 3aguxcuposams 8blNOIHEHUE:.
NPOOEMOHCIPUPOSAMY, YMO CHUMKU IKpaHa u3 3adanua nosaenawnca 6 Kouconu |WTM.,

Ioongepouns evinonnenue 3a0anua CKpUHWONAMU CE0IICNE NONB306ANENA CO CHUMKAMU IKPAHA 6
IWTM.,

ITpaBuio 9

Co3pmath MONUTHKY MO ONOKMPOBKE KOMMPOBAHMS MCIONHSAEMBIX exe-(aitnoB Ha USB-
Hakorutend. [IpoBepuTh paboOTOCTIOCOOHOCTD M 3a)UKCUPOBATH BBHITIOMHEHHE (3aUKCHPOBATH
Pe3YJIbTaThI B BUJIE CKPUHIIOTOB).

IIposepuns padonocnocodnocny u 3aghuxcuposans 6vinoiHeHUe CKPUHULONOM.
[Ipasuo 10

HeoOxomumMo TOCTaBUTh Ha KOHTPOJb TII€4aTh JOKYMEHTOB Ha IIPUHTEpax.
[IponemoncTpupoBath paboTocrnocodHoCTs Ha mobyro u3 momutuk I\WTM.

IIposepuny padonocnocodnocns u 3agpuxcuposans evinoaHenue CKPUHUIONOM.

IIpasuo 11
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KopnopaTtrBHas 3aLLmMTa OT BHYTPEHHWUX Yrpo3 MHPopmMaLMoHHON 6e30nacHOCTU»

Jlns  mpenotBpamenus HedQQEKTUBHOrO pacxoga pabOYero BPEeMEHH COTPYAHHKOB
OTCIIEXKHMBATh JBMKEHHE BUICO KOHTeHTa (*.avi, *.mov, *.mp4) B oOmuUX MamkaXx KOMIMAaHHH.
Kontponuposats (aitier Oombire 8 MoOaiit u menpme 500 Moaiir. (1 Moait = 1024 Koaiir)
cpeacreamu IWDM.

[IpoBeputh paboTOCTIOCOOHOCTh M 3a)UKCUPOBATH BHIMOMHEHHE CKPUHIIOTOM.
[IpaBuio 12

HeobOxomumo 3ampetnts monmp3oBathes Microsoft Paint, a taroke Paint 3D (mpu Hamuumu), Tak Kak
YYaCTHICH CITy4au TOICITKH NeYaTell KOMIAHUH.

HpOBéplliﬂb paéomocnocoﬁuocmb u 3aqbu1<cupoeamb 6blnoJiIHeHUue CKpUnuionom

IIpaBuaa aias Otaena 2:
IIpaBu.io 13

B cBsi3u ¢ Hebe3omacHOCThIO ftp-cepBepOB pa3peInTh TOIBKO CKAaUMBaHHUE IO MPOTOKOTY
ftp, 3arpy3ky (aiinoB Ha cepBep 3ampPETHT.

IIposepunv  pabonocnocodnocne Ha 11060om  docnynHom  aiinosom  cepeepe U
3aQuKcuUposams ebINOIHEHUE CKPUHUWIOMOM.

IIpaBuio 14

Heo0xouMo 3ampeTuTh HCNoMb30BaTh 001auHble Xpanumuiia dropbox u google drive, paspemmts
ToNbko ckaunBaHue ¢ Yandex disk, ocrtambHbie CcepBUCHI OCTaBUTH OTKPHITBIMU. IIpoeepuns
pabonocnocodnocny 3anpena.

[Ipasuio 15

1. Heobxommmo oTcrekuBaTh Komipoanue Beex (aitnos Ha USB-makomuremn.

2. 3ampeTuTh KOMIPOBaHHE (OB B paHEe CO3AHHYI0 OOITYI0 MAIKY KpayJiepa

Iposepumy  pabdonocnocodonocne ¢ nomowpto  rodoi  nonunuku  IWTM  u
3aQuKCUposams ebINOIHEHUE CKPUHWIOMAMU.
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KoprnopaTnBHas 3aliuTa OT BHYTPEHHUX Yrpo3 MHPOpMaLMOHHOM be3onacHOCTU»
Monyas B: Pazpaborka mojautuk 6€30macHOCTH B CHCTEMe
KOPNOPATUBHOM 3aIIUTHI HH(YOPMALUHI OT BHYTPEHHHUX YIPO3

Cosmaiire B cucteMe InfoWatch Traffic Monitor monmuTukH 0€30MAaCHOCTH COIVIACHO

HUKCTICPCUYUCIICHHBIM 3a 1aHUSM.

. [lomuTikn 1OKHBI aBTOMATHYECKM ONOKMPOBATh TpaQuKk W/WIM Mpeaynpexaath o
HAPYIIEHAH B COOTBETCTBHH C 331aHUEM.

¢ JIns HEKOTOpBIX MOMUTHK HeoOXxoauma paboTa C pasHbIMH pPa3fienamMd KOHCONIH

ynpasnenus TM: kaTeropusiMu 1 TEpMUHAMH, TEXHOJIOTUSAMH, 00bEKTAMH 3aILKUTHI U T. 1.

. HpI/I BBIABJICHUHU  YA3BHUMOCTH DLP-cucrema JOJDKHA  aBTOMATHYCCKH
YCTAHABJIMBATDL YPOBCHD YI'PO3BI B COOTBCTCTBHHU C 3a1aHUCM.

. Chucku COTPYAHMKOB, 3aHAMAEMble MO3UIMU M OTAENbl coTpyaHukoB (HR,
Accounting u 1p.) npeznctasiensl B pazaene «Ilepcons» Infowatch Traffic Monitor o pesysbratam
LDAP-cunxponusauuu ¢ AD-ceppepoM KoMIaH1H

‘ [locne co3manust Bcex TOMMTHK OyAeT 3amylieH aBTOMATUYECKHM «TeHEpaTop
Tpadukay, kotopsiit mepenact Ha InfoWatch Traffic Monitor moTok TaHHBIX, ColepKaIIMX KaK YTEUKH, TaK
1 JIETQIbHYI0 HHPOPMALIHIO.

‘ [lpu npaBumbHOM Hactpoiike mnonutuku InfoWatch Traffic Monitor pomkHbI
aBTOMATHYECKH BBIABUTH (MM OJOKMPOBATH) U MAPKUPOBATH MHIMAEHTH Oe30macHocTH. He momkHo
OBITh JOKHBIX CpaOATBIBAHMH, T. K. JIETATbHbIE COOBITHS HE TOKHBI MApKUPOBATHCA. JIOMKHBI OBITH

BBISBIIEHEI BCE HHIMIEHTHI 0€30IIaCHOCTH.
. HeoOxoaumo mosp30BaThC 00BEKTAME 3AIIUTHL

BHUMAHMUE! Heo0xoqumo Ha3biBaTh MOJMTHKH/00bEKTbI/KATErOPHH/TITH U T. II.
TOJBKO B cooTBeTcTBMM C HOMEPOM M Ha3BaHHEM 3aAHHUS:

Momuruku — Ilomutuka XX, nampumep «Iloamtuka 5». [lng KoMOMHMPOBaHHBIX TONUTHK
(opmar: IlosuTHKA 2.1, HMomuTnka 5.2 I/I T. I
O0bext 3amuTel — O0bekT 1 XX, Hanmpumep «O0beKT 11y,

OmmOKy B Ha3BaHHUAX MIPUBOJIAT K CHHIKCHUIO 0aJ1I0B WIIHN AaXKC K HCBO3MOXXHOCTH IIPOBEPKHU.
HpI/I BBIIIOJITHEHUHN 3aJaHUs y‘II/ITBIBaI\/'ITe, 4T0 COBMECTHO C CO3JaHHBIMH MOIYT Cpa6aTbIBaTb

CTaHJAapPTHBIC IIOJIUTHKH, YTO HGOGXOI[I/IMO NpCAO0TBPATHUTD.

BHUMAHUE! BCE nonuTukH «1m0-ymMoa4aHuio», Haxoxdumecs B IWTM nHa momeHt

CTapta COpeBHOBaHHﬁ, JOJI’KHBI OBITh OTKJII0YEHbI HJIH YAAJICHBI.

Crucok TeroB a1 noautuk: Iomnruka 1, Ioautuka 2, ..., [lomnruka 17
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KopnopaTvBHasa 3awuTa OT BHYTPEHHUX Yrpo3 MHPopmMaLnoHHON Be3onacHoCTU»

Jananue 1

Heo0xo1iMo HACTPOUTH JOCTYI K CHCTEME T0MTb30BaTens auditor ¢ mpaBaMu MPOCMOTPA OTYETOB 1
CO3/IAHHBIX MOJUTHK, 0€3 BO3MOKHOCTH 4TO-TO M3MeHATh. [1aponb 3amath XXXX1234.

3ananue 2

HeoOxomuMo akTiBrpoBath 1 HacTpouth TexHOMornio OCR Google Tessaract B cucreme kak
MUHIMYM Ha BE0-COOOIIEHMS 1 HIEKTPOHHYIO TOUTy. HEeKOTOphIe MOJMTUKK MOTYT MPOBEPATHCS C
HCTIOIH30BAHUEM JJAHHON TEXHOJOTHH (YKa3aHO OT/AEIBHO).

Ilposepums  pabonocnocodnocne na 1100y10  nROAUNUKY —  O0NJICEH  CPAdaAmMbIEAmy
NepexeamyuK Ha u300pajicenue c neKcnom.

3ananue 3

Cospaiite crucok BeO-pecypcoB u HazoBute ero «Caiitel maptHepoB». Tyma
HE00XO0/IMMO BKITIOYHTD CIIETYIOIINE BEO-PECYpCHL:

esim.firpo.ru, dp.firpo.ru, infotecs.ru

3ananue 4

Jlnst mpaBuIBHON PabOThl CHCTEMBI HEOOXOAUMO HACTPOMTH MEPUMETP KoMmaHuu: JJomeH:
demo.lab.

Crmcox BeO pecypco: Caiitsl mapTHeposl pymma

TIEPCOH: TONB30BATENN JOMEHA.

Wckmrounts w3 mepexsara MOYTY TEHEPaNbHOTO JUPEKTOPA.

Ioongepoune svinonnenue 3a0anun CKpUHWONAMU.

IMoanrnka 1

Y reHepanbHOro AMPEKTOpa KOMIAHMM HEJABHO MOABMICA MEC M €ro (oTo YTEKIO B CETh
KOMITAHMH. Temeph COTPYAHMKM OOMEHMBAIOTCS WHCIOPYEHHOH KAPTHHKOA BHYTPH KOMIAHHH U
BBIK/IAJIBIBAIOT X B COLMANBHBIE CETH. [IMPEKTOp PEIM, YTO €ro NeC BbI3BAN CHIKEHHE KauecTBa
paboThI COTPYIHUKOB U XOUET 3ampeTuTh 00MeH (otorpadueil nca. Heobxoaumo 3anpetuth oOMeH
MCTIOpPYEHHOH (oTorpadueil U HeMHOro M3MeHeHHOH (otorpadueit mca (10 ~50%) kak BHyTpHU
KOMITaHUH, TaK U 3a ee npenesbl. QoTorpaus ecTb B I0MOMHATENbHBIX JAHHBIX.

Bepmukr: 3abmoxnposats x

YpoBeHb HapyLIeHHs: HU3KYH °
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KopnopaTuBHas 3aWmTa OT BHYTPEHHUX Yrpo3 MHPOPMaLMOHHOM 6e30nacHOCTUY

Ter: [Tomuruka 1

MoauTHnka 2

B MNOCICAHEC BPEMA 6IOII)K€T KOMITaHMU CTaJl pC3KO MaAaTh. HOI[OSpeHI/Iﬂ I1aJI1 Ha Ha4YaJIbHHUKA
O0TICIa KaapoB, TUPCKTOP MOAO3PCBACT €ro B MPOBCACHUN ACHCKHBIX CPCACTB «MUMO KAaCChD). B cBa3u ¢
9TUM H€O6XOIII/IMO OTCJICKHUBATD IIEPECIAYy BCCX HOMCPOB M CKAHOB KPCOUTHBIX KapT, OTIIPABIIACMBIX
HM.

Bepaukr: 3a010KMpoBath X

YpoBeHb HapyLIeHMs: BBICOKUH

Ter: ITomuruka 2

MMoaurnka 3

B cBsi3u ¢ caHkuusAMH U pactymum Kypcom Bamot, kommanus OOO Demo Lab pemmna
NepeiiTH Ha OTEYECTBEHHBIC pewieHus. He Bce COTPYIHHMKM MOJIEPXKHUBAIOT NAHHOE PELICHHE,
TMO3TOMY HEOOXOAMMO TepexBaThiBaTh M 3allpeliaTh OTIPABKY IAHHBIX HA CaiThl 3ampemieHHbIX B PO
opranmamuii facebook.com, twitter.com, whatsup.cOm; s3ampeTTh OTIPABKY JAHHBIX 3a MPEICITbI
KOMIIaHUH, cofiepkamyto uadopmanuio o «keneze» u 110 — ynomunanus AMD, Intel, Baiikan,
Onpopyc, MCT, Astra, Actpa Linux, RedOS B mo6om peructpe.

[IpoBepKy TIPOBOUTH TIPH OTMPABKE HA TOYTOBBIE TOMEHBI.

Bepaukr: 3a0n0KpoBath X
YpoBeHb HapylIeHHs: BBHICOKUH °

Ter: ITomuruka 3

MoaunTuka 4

Jlouepnss xommanus «OOO IloBo3ka» 3aHMMAeTCs TPAHCIOPTHPOBKOM TIPy30B B pa3HbIE
ropozia. Kaxmomy peiicy mprcBanBaeTcsi yHUKIbHbIH MACHTH()UKAIIMOHHBIA HOMEPTIO CEAYIONIEMY
ma6sony «3-4 OykBbI (TaTHHUITA, TI000H perucTp) - (3HaK aeduca) HoMmep rpysa (C BEAyIIMU HyIIMHI
or 0000 10 1000, uckirouas cnenyromme Homepa: 0777 u 0013) . (touka) ot 1 g0 3 OykB (KMpHILTHI,
Bepxuuit  pernctp) Hampumep: jDRC-0003.J1, kSR-0665.BI'A, jHy-0920.1113 He nmomkHO OBITH
cpabaThiBaHuMs Ha chemyiomue Homepa rpy3oB (Hampumep: KdO-0013.10 wumm jtfd-0777.1HAID).
Heo0xoaumMo KOHTpOIMpOBATh MeEpefiauy, a Takxke
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KoprnopaTnBHas 3aliuTa OT BHYTPEHHUX Yrpo3 MHPOpMaLMOHHOM be3onacHOCTU»
KOMMMPOBAHME HA CBhEMHBIE HOCHTENM M T€YaTh BBINIEYKA3aHHBIX JaHHBIX. [IpoBepuTh
paboTOCIOCOOHOCTh. YUTHTE, YTO 0000 0000IIEHHbIE PeryIspHbIE BRIPAKEHUS JTyUIle PasfenTh Ha
HECKOJIBKO TEeKCTOBBIX 00BEKTOB [I7Isl ONTUMU3ALIH TTOUCKA.

Bepaukt: Paspemmuts O Yposenn
Hapywenus: cpexauid “Ter:

[MonuTuka 4

IMoanTuka 5

HeoOxomumo co3aTh MONUTUKU JJIS OTCIAEKUBAHUS TOKYMEHTOB (mepeaada MKOMUPOBAHHKE),
COZIEpKAIIHUX JIOTOBOP KOMIaHKH (10roBop kKoMmaxu.doc).

[lomutuky 10mKHB paboTaTh CeayrmUM 00pa3oM (3a TEpUMETP KOMIIAHHH):

1. Ecnu mepesaetcs Tonbko A0OroBOp KOMMaHWH (IIA0MOH M 3aMONHEHHbIH mabioH, 10 25%

M3MEHEHNUIT) — paspemaTthb, ypoBeHb Hu3Kui, Ter «[lomuTuka 5. 1».

/3 Ecnu nepesaetcs 10roBop KOMIAHUU, B KOTOPOM TIPUCYTCTBYET (paMUIus
TEHEPaIbHOTO TUPEKTOpa, & TAKKE HAY. OT/IENA KaJpOB — Pa3peliarh, YPOBEHb CPEIHUM, TET
«ITomutuka 5.2». TlonmuTuka He JOMKHA CpabATHIBATh, €CIU B JOKYMEHTE TONBKO (aMITHAIUPEKTOPA
A TOJBKO (hamuitust Oyxrantepa.

3. Ecmu mepemaetcs [0roBOp KOMIAHWM, B KOTOPOM MPUCYTCTBYET —(haMuius
TeHEPaTbHOTO JUPEKTOPA, Hay. OT/IeNa Kaapos, a Takke crout meyath kommanuu (OO0 Ilooska) —
pa3pernThb, ypoBeHb BHICOKMIL, Ter «[lomuTika 5.3».

[IpoBeputs pabotocnocoOHOCTS. [lomuTukM HE MOMKHBI cpabaThiBaTh BHYTPH KOMIIAHWH,
TOJIbKO TIPH MIEPeIaue 3a MePUMET).

Bce momuTuku, 00BEKTHI W MPOYME SIEMEHTHI JOJKHBI HA3hIBATHCS B COOTBETCTBHH C
Homepamu (Hampumep O6bext 5.1, [Tomrruka 5.2, Texwonorus 5.3 u T. 1.)

Bepmukr 1: Paspemmuts O Yposennb
Hapymenusi 1 nmskuii *Ter 1.
[Tommuka 5.1

Bepankr 2. Paspemuts O Yposens
Hapymenus 2 cpenuuii “Ter 2:
[Tonmtiika 5.2

Bepmukr 3: 3a010k1poBath X YpoBeHb
Hapyuwenus 3. Bbicokuii *Ter 3:

[Tonurrka 5.3
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KopnopaTuBHas 3aWmTa OT BHYTPEHHUX Yrpo3 MHPOPMaLMOHHOM 6e30nacHOCTUY

IMoanTuka 6

Crano m3BectHo, yto cotpyauuku otaena IT (IT) OO0 «IloBo3kay 3a ompeneneHHy CyMMY
TPOMYCKAKT aBTOMOOMIN 13 OMU3IekKaluUX JIOMOB Ha CTykeOHYI0 NapkoBKy. B cBsi3u ¢ ykectoueHueM
KOPTIOPATUBHOH TMOJUTUKA B KOMIAHWW, MPAaBOM BbE3Ja HA TEPPUTOPHI0 00afaeT TONbKO

TCHEPAIBHBIIA TUPEKTOP.

CoTpyIHUKM OXpaHbl BEIYT JKypHal yuyeTa aBTOMOOWIEH B JJNEKTPOHHOM BHJAE U
00MeHHBAIOTCS MEXK Y OO0 JAaHHBIMU O TIPUTAPKOBAHHBIX ABTOMOOUIISIX.

Heobxoaumo eTeKTHpOBaTh i OJIOKMPOBATH HOMEPA BCEX aBTOMOOMIIEH, KOTOPHIE HE3aKOHHO
napkoBanuch Ha yactHoil Tepputopuu kommanun OOO «IloBo3kay, ucKIoyas HOMEpP aBTOMOOMIIA
reHepanbHoro aupextopa K7770B15.

BykBbI, HCTIONB3yeMbIC B aBTOMOOMIBHBIX HOMEpAX:

A B, E.K,M,H,0,P,C, T, Y, X (Bepxuuit peructp) Ludpsr,

HCTIONB3YEMBIE B aBTOMOOHJIBHBIX HOMEpax:

000-999

Pernonb! aBTOMOOMIIBHBIX HOMEPOB, TOJUIEKAIIME AeTekTHpoBanuio: 15, 02,
102, 74,174, 66, 96, 196

BepaukT: 3a010K1poBaTH X

Yposenb Hapymienus: Bricokuii ©

Ter: ITonuruka 6

Moauntuka 7

B decth robunes kommanun Obina 3amylieHa aKIusA ¢ TPoMoKodamu Ha ckujaky B 70% Ha
TepeBO3KH ISl IOCTOAHHBIX KIMEHTOB. 110 yCIOBUAM aKIUU MPOMOKO] BHIAAETCS TOJIBKO MO3AMPOCy
TMOCTOSHHOTO KJIMeHTa. ECTh BEPOATHOCTh YTEYKM MPOMOKOJOB M3 OT/€Na MPOJak, B CBS3M C 3TUM
HEO00X0MMO KOHTPOJIMPOBATh 3AIIMTUTh YTEUKY TEKCTOBOTO HOKYMEHTA, COAEPKAIIEro MPOMOKO/IbI
(«xompl.docxy). CTOMT ydecTb, YTO COTPYAHMKM MOTYT CIUTh HE Bech (haill, a OJUH WM HECKOIbKO
KYTOHOB. 3alpeTTh Nepeaady JaHHbIX, CoAepKalnX HHGOpMALIUIO 00 ITUX KyIOHAX.

[IpoBepuTh paboTOCTIOCOOHOCTH Ha BCe KyMOHH 1 Ha 1-2 KymoHa.
BepaukT: 3a010KkipoBath X Y poBeHb
Hapywenus: cpennuii “Ter:

[Tomuruka 7

MoanTuka 8
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KoprnopaTnBHas 3aliuTa OT BHYTPEHHUX Yrpo3 MHPOpMaLMOHHOM be3onacHOCTU»

B cBs3u ¢ TeM, 4TO KOMMaHHs SBISETCS ONMEPaTopoM 00pabOTKU MEpPCOHANbHBIX JAHHBIX,
HEO0OXOMMO 3alpeTUTh BCEM COTPYJHMKAM KpOME OTJAena KaJpoB OTIPABIATb JIOKYMEHTHI,
conepxarue unpopmanuto o CHUJIC, MHH, nacropTHBIX IaHHBIX (B TEKCTOBOM M rpahiueckoM BHJE) 3a
TPE/IENbl KOMIIAHUH.

JlaHHas MONMTHKA JO0JDKHA TaKke padOTaTh HA CKAHHPOBAHHBIC M300PaKEHHUS, CONCpIKAIIUC
macropTHele aHuble B TekcToBoM Bijie (OCR).

Bepaukt: 3a010Kk1poBaTh X Y poBeHb
Hapywenus: cpexauil “Ter:

[MonuTuka 8

MoanTuka 9

JlBa Mecsaua Hazag B kommanud Demolab 3amertunmu, 4to coTpyaHHIA OT/ENAa KaapoB
pacxojyeT B TpH pasa Oonbine Oymard, 4em Mpexje, XoTs 00beM paboT He Obu yBenuyeH. [lytem
HAOMIONIEHNs 32 COTPYAHHUIEH ObUIO YCTAaHOBIEHO, YTO OHA, COCTOS B COBETE KOMIENKA, PEryJIAPHO
coOMpaeT JEHbrM C POJAUTENEH 3a MeyaTh IOKIAAO0B M pedepaToB CTYAEHTOB TPy, OECILIATHO
pacreyathiBas MX B KOMIAHMH.

HeoOxomumo co3iath MONUTHKY 0€30MAaCHOCTH, KOTopas OyAeT BKIHYATh CJI0Ba (C y4eToM
Mophonorun): «haiiimy, «IOKIaI, «CTYAEHTY, «KOIIEIKY, «KYPaTopy.

[IpoBepky HEOOX0AMMO TMPOBEPUTH MyTEM OTIPABKM TOKYMEHTA HA TEYaTh M TP MTOMOIIH
AJIEKTPOHHOM MOYTHI.

Bepmukr: 3abnoxnposath x
YpoBenb HapymieHus: HU3Kuil °

Ter: ITomuruka 9

MMoauTuka 10

B mocnenHee BpeMsS COTPYIHMKH CTald dYame OOCYXIaTh TOMYJSApHBIE CEpUAlbl B
MECCEH/DKEepax M COMUAIBHBIX CETAX, M3-3a 4ero ymana odmas npousBoautenbHocTh Ha 10%. bpimo
PEIIeHO OTCIENuTh, KTO OOJBIIE BCErO 3aHMMAETCd He paboueill AeATeNnbHOCTBIO, JUIA YEro
HEOOXOMMMO CO3/[aTh MONHUTHKY IS OTCIEKHBAHHUS 5 (TATH) MOMYIAPHBIX HA JTAHHBIH MOMEHT
CepuajioB MNpH mepemade depe3 BeO-cooOmenuss wu  moury. Cmmcok: Wensday,
Bammuper cpeeit monmocs!, Knunuka, Supernatural

Bepauxkr: pazpemuts \
YpoBenb HapyweHus: HU3KHH °

Ter: [Tomuruka 10
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KopnopaTuBHas 3aWmTa OT BHYTPEHHUX Yrpo3 MHPOPMaLMOHHOM 6e30nacHOCTUY

IMoautuka 11

OKazarnock, 4To COTPYAHUKH HE TONbKO 00CYKAAIOT CepHalibl, a ele 1 00MEHHBAIOTCS CCBUTKAMU
torrent-haiimamm 19 WX CKAUMBAHWS, MOCTE YEr0 CKAYMBAIOT WX, UCTONB3YS HHTEPHET-KaHAI
KOMIIAHUU UM 0OMEHUMBAIOTCS CKAYaHHBIM MATEpUAlloM BHYTPU KOMIAHUHU,YTO TAKKE HATPyXKaeT

CCTb U 3aIlI0JIHACT HCHYKHBIMU JTaHHBIMU JIOKAJIbHBIC TUCKHU M0JIb30BaTEIICH.

B cBi3m ¢ 3tMM HeoOXomuMo OMOKMpPOBAaTH Tepemady (a TAe 3TO HEBOSMOKHO — TPOCTO
KOHTPOJIHPOBATh) (aitioB hopmata .torrent U cchiiok popmara magnet: (1 copepranmeii urn (xemr) Qaiina).
JloxHbIX cpabaThiBaHuil mpocTo Ha c1oBo Magnet (B T. u. ¢ jBoeTouneM) OBIThHE JTOJIKHO.

CTouT ydecTb, 4TO magnet-CChUTKM MOTYT TepeiaBaThes B TOM umcie yepe3 Oydep oOMeHa B mpezenax
opay3sepa Google Chrome. Beimieyka3aHHBIME JAHHBIMA COTPYIHHKA MOTYT 0OMEHHUBATBCS HE TOJIHKO
BHYTPH KOMITAHHH.

Jlnst ToppenT-(aiinos:

Bepmukr 1: 3a610kupoBaTh X
YpoBenb Hapymienus 1: cpennuit

Ter 1: [lomuruka 11.1
JIns TOppeHT-CChLIOK:

Bepaukr 2. Paspemmts |
YpoBeHb HapyuieHusi 2. cpeHui

Ter 2: [omruka 11.2

MMoautuka 12

Kommnanus-naptaép OO0 «Pora» 3aHuMaetcs pa3paboTKON TEXHUUECKUX YEPTEREH.
Heobxomumo 3amperuth mepegady 3a MepuMETp KOMIAHHH

Y Kaxzoro yeprexa eCTb YHUKAIbHBIA HOMEp, COCTOALIMM H3:

1

[Tepebie 3 OykBol natuHuna Bepxuuit peructp kpome E, D u F mocne uger “-“ nomep ot 0001 o

5000 nocne “+” 3 OykBbI KUPHILTULA WX TATUHULA BepXHUM peructp. Ecnu uayT 30yKBbI KUPUILTHIA:
(1313

u 3 uudpsl. Ecu natununa: “/” u 2 uudpsl.

Uckmounts ceputo Homepos oT 4 300 1o 4 450 BrmounTenbHO. J0mKHBI
cpabateiBaTh Ha ART-0096+ASD/66 VBN-1386+BAY-345 He momxkmsl
cpabatsiBath Ha AET-0096+ASD/66 VBN-1386+BAY/34

Bepaukt: 32010k1poBaTh X YpoBeHb
Hapywenus: cpeanui < Ter:

[TonuTuka 12
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KopnopaTvBHasa 3awuTa OT BHYTPEHHUX Yrpo3 MHPopmMaLnoHHON Be3onacHoCTU»

IMouTuka 13

Y nupexTopa KOMIAHUK CKOPO 1001eH i COTPYHIKH PEIIMIH €ro MO3APaBUTh, CENAB KOMIaK 13
ero dotorpaduil. Jlng Toro 4ToOB JaHHOE MO3IpaBNEHHE HE NOMAN0 K JAUPEKTOPY paHbLIE CPOKa,
HE00X0IMMO KOHTPOIHPOBATH Mepenauy (potorpaduil IMpekTopa, Kak BHyTPH KOMIAHUH, TaK U 3a €ro
npeaenamu. Kpuruunsiv sBnsercs muanmyM 20%-Hoe coBmajieHne nepenaBaeMoro ¢oro.

Bepaukr: paspewnts \ Yposenn
Hapywenus: nuskui *Ter:

[Tonuruka 13

IMoutuka 14

Jlnst MOHUTOPHHTa IBHKEHHS aHKET HE00X0IMMO BECTH HAOMIO/IEHUE 32 3aMOTHEHHBIMU AHKETAMU
C TEYaThl0 KOMIAHMM 3a MpeAeNbl KOMIAHWHM, 3ampemas o0yl BHEIIHIOW Mepeaayy
JIOKYMEHTOB, COJIEPIKALINX MEeYaTh KOMIAHAU B MYCTHIX M 3aMOJHEHHBIX OJaHKaX

«aHKeTa y4acTHuKa.docy.

HpI/I 9TOM IIYCTBIC M 3aIlOJIJHCHHBIC AHKCTBI 0e3 meYaTH WIH IIPOCTO IICHYATH HC
KOHTPOJIUPOBATh.

['eHepaNbHBIH TUPEKTOP U COBET AUPEKTOPOB MOTYT OOMEHHMBATBCS JAHHOM HH(MOpPMAIHEH
COBEPIIEHHO CBOOOIHO.

[Teyats + OaHk:
BepaukT: 3a010KkipoBath X YpoBeHb
Hapywenus: cpenuuid “Ter:

[Tonuruka 14

MMoautuka 15

PakeTHOE BOOpYXEHME 111 aBUALIMOHHBIX KOMILUIEKCOB PAa3IMYHOIO Kijacca, B pa3padoTke
KOTOpOro yyactyer kommanus B uHTEpecax MO PO, mmanmpyercd K BHEIPEHHIO B KCILTyaTaLHIo.
YTeuku mo faHHOMY By MPOJYKIMH B HacTosuiee Bpems HepomycTumbl! MHopMaims o TexHuke
MOXET UMETb KOHDUICHIMATbHBIA U CEKPETHBIN XapakTep, XOTS U He COAEpXKaTh Ipud, B CHITY BHICOKOTO

TemIna paboT Mo MPOEKTY.

Heobxonumo On0kupoBath Nt00BIE TIOMBITKA TEpeaadyd JaHHBIX 00 JTHX 00BEKTax Ha
BHENIHUE afpeca. TexHmdeckne OOBEKTHI 3a1atoTcsl OYKBEHHO-IM(DUPHBIMU KOJAMH HAa PYCCKOM

S3BIKC:

P-Ilndper-byksst wmu Pludpeibyksa wiu P-Hudbpribyksa
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
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F7 «KopnopaTuBHas 3aWmTa OT BHYTPEHHUX Yrpo3 MHPOPMaLMOHHOM 6e30nacHOCTUY

¢+ P—pycckas Oyxsa «P»
o udpsr — ve 6omee 4-x moapsin, Hanpumep 27 wim 5000 (MoxkeT He ObITH LHDD)

+ bByksol — ot 0 10 2-x moapsn, Hanipumep P-27A0 (ympasnsemas pakera Kiacca
«BO3/yX-BO3MyX» CpE/HEH JaNbHOCTH)

[Ipu 3tom mocne P wmu neduca 0013aTenbHO 10KHA OBITH XOTS OBI 0/1HA MU pa WIKHOTHA OyKBA
(T.e. He MOIKHO OBITH CpabaThIBaHU| Ha IPOCTO «Py MK «P-»).

Bepaukr: paspemuts X
Yposenb HapyweHusi: Boicokuii ¢

OtnpaBuTh yBegomieHue: opuuepy 0€30MacHOCTH
Ter: [Tonutuka 15

IMouTuka 16

[1pu mepeessie B HOBBIHA pocTopHbIit ouc, kommarneir 000 Demo Lab 6bu1 pacmupeH mrab
COTPYAHUKOB — OBLIO PEINEHO B3STh HECKONbKO AECATKOB BBHIMYCKHUKOB TEXHHYECKUX BY30B Ha
cTaxupoBky. s Toro, uto0bl oHu padotanu Oonee YHGEKTUBHO, TUPEKTOP KOMIAHMH MPEITOKII
OTCIIEKMBATh JOCTYN COTpyAHHKaM, pabotatomum B otaene UT, 10cTym K OCHOBHBIM COLMATBHBIM
CeTAM M aHOHMMHBIM MMHIKOOpaam — VK.com, ok.ru, t.me, dobrochan.org, ii.yakuji.moe Konrpomnb

JUISL TECTOBBIX IIENIEH YCTAHOBHTD 32 SJEKTPOHHBIMUITUCHMAMHU B 3TH JIOMEHHBIE 30HBI.
Bepaukr: pazpemuts \ Yposenn
Hapywenus: cpeanui < Ter:

[Tonurrka 16

MoauTuka 17

HeobxonuMo HacTpouTh MOHHUTOPUHT BBITpY30K M3 BJl 1M KOHTpoOns JBUKEHHA JaHHBIX M3
0a3bl JJAHHBIX CTPAaXOBbIX KOMMAHWH. KpUTHYHBIMM JaHHBIMH B BBITPY3KE SBJIAIOTCH Tele(OHBI,
MHH, Perucrpaunonnsiii Homep, OKOC, OKB3J[ u OKOII® u B 1 nokymeHTe mpUCYTCTBYET
oonee 5 kommanuit. [ HacTpoiiku ucmonb3yite daiin stock_members_details_catch.csv.

Bepaukr: pazpeumrs \ Yposenn
Hapywenus: Huskui “Ter:

[omuruka 17

MMoanTuka 18
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PernoHasbHblil 3Tanm 4YeMIHOHAaTa MO0 HOpodpecCUOHATbHOMY MacCTePCTBY
«[lpodeccuonanbl» W YeMIMOHATA BBICOKUX TEXHOJOTUHM Pecnyb6snku
bamkopTocTaH

F7 «KopnopaTuBHas 3aWmTa OT BHYTPEHHUX Yrpo3 MHPOPMaLMOHHOM 6e30nacHOCTUY
Heo0xomuMo MOCTaBUTH HA MOHUTOPUHT apXuBbl (0OBIYHBIE U 3amU(POBAHHBIE), TaK KaK

MOMNBITKHA TICPCAAYN TAKHUX NAHHBIX HCCYT IIOTCHIUAIBHYIO OINACHOCTL KOMIPOMCTAMH CCPBHUCOB
KOMIIaHHH.

[IpoBeputh paboToCTIOCOOHOCTS.
Bepaukr: pazpemuts \/YpOBeHb
Hapywexus: cpenuuii “Ter:

[Tonurrka 18

CrpaHunua 20 u3 20



