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Moaynb I': TexHoN0rMM 3alWMThl U aHaIM3a CETEBOro TpaduKa

3agaHue 1: H&CTPOﬁKa ceTeBoro OKpyxeHMa U KOMNOHEHTOB CUCTEM

C nomoLLbo TEXHONOMMK BUPTYanbHbIX MalmMH VMWare n annapatHbix ViPNet Coordinator
HW ana BbinosHEHMA 3ajaHuA CMOZe/MpoBaHa KOpropaTMBHAA CeTb OpraHM3aumu Ha 2
dunmanax n 1 opmce napTHEpPOB.

Heob6Xx041M0 CaMOCTOATE/IbHO HACTPOUTb COEAMHEHUA MEXAY BUPTYasIbHbIMK MALUMHAMK U
annapatHbiMu ViPNet Coordinator HW ucnonb3ys ceteBble MHTEPGENCHI.

p1 BbINOJIHEHMM 3a[j@HMM HEOBXOJMMO K/KOYEBbIE HACTPOMKM (YCTAaHOBKA Naponew,
HaCTPOMKM coefmHeHns ¢ B/, KoMnpomeTaums, CKpUHLOTbI paboTocnoco6Hou cetn ViPNet u
aHaNIorMYHbIE) MAM YKa3aHHble MOMEHTbI B 3aJaHWMM NOATBEPXAaTb CKPUHLIOTaMM. CKPUHLLOTBI
HeobX0AMMO COXpaHMTb Ha paboyemM CTo/ie NpaBoOro XOCT-KOMMNbloTepa B nanke «Moay/b
InfoTeCS». ®opmart Ha3BaHMA CKpuHWOTOB: ITCS-1-2-1.jpg (3agaHue 1.2, ckpuHwoT 1). MoxHO
106aBKTb KoMMeHTapuh (ITCS-1-2-1-Coordinator).

[lenatb NUIIHME CKPUHWOTLI YcTaHOBKM MO0 HET He06X0AMMOCTH, TOJIbKO CKPUHLLOTDI

paboTocnoco6HocTH!

B xo4e BbiNONHEHUA AaHHOrO 3aJaHuA HYXHO yCTaHoBMTbL ocHoBHoe 10 VipNet Ha paboune
CTaHLMM By ayILEN 3aLMILEHHON CETH.

[octyn Ha Bce Windows 10: xxXX1234 uau 6e3 napons.
Bce naposm nonb3osatenen B cetn ViPNet caenatb 12344321
Bce napoan agmuHuctpatopos B cet ViPNet caenatb XxXX1243

B cnyyae M3MeHeHMA naponel 06s3aTesibHO 0TPasuTb 3T0 B oTyerte!

Mepep, yctaHoBKoM MO ViPNet Heo6xo4MM0 HAaCTPOMTL CETb B COOTBETCTBUM CO CXEMOM.
Heob6xogumo 3anucatb Bce IP agpeca, 0rMHbI M Napo/iu B TEKCTOBbIM (amn vipnet.txt Ha
paboyeM CTO/IE XOCT-KOMMNbIOTEpA, IAe pa3BepHyTa ceTb 1.

B cBA3M € 0cobeHHOCTAMM paboTbl CMCTEMbI Ha pa3inyHbIx Bepcuax Windows moxet
noTpe6oBaTbCA yCTaHaBNMBATb KOMMNOHEHTbI CUCTEMbI BPYUHYH0 (Hanpumep b/, cepsep
LYC, knnenT LYC) ncnonb3ys naketbl MSI B nognankax gucTpubyT1eoB.

Mpu BbINOJHEHMM 33aJaHMA MOMHO M0Jb30BaThCA LOKyMeHTauuen K MO, npeseHTauusamM
W3 NanKu U CNPaBOYHbIMU PECYPCamMu B UHTEpHETE.

Cxema ceTu, KoTopyto TpebyeTcs co3aaThb, Np1BeaeHa Aanee.
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PucyHok 1 Cxema 3alLMLLEHHON CeTH

3apanue 1.1. YcraHoBka MO ViPNet Administrator ans cosfaHua 3alMILEHHON CETH:

Ecam 6blam nponsBeseHbl M3MEHeHUA naponei, IP-aapecoB v Tak Aanee, HEOBXOAMMO OTpasuTb 3TO B
oTyere.

. YcTaHoBMTb 6a3y AaHHbIX MSSQL Ha Net1-Open (He3alWMILEHHbIM Yy3en)

. YCTaHOBUTb M HacTpouTb paboyee Mecto aamuHuctpatopa VipNet Certification Authority
(Ha 6a3e BupTyanbHOM MalunHbl Net1-AdminCA (U0)): LleHTp ynpaBneHus ceTblo
(cepBepHOe M KaneHTCKoe npunoxenue LYC), YaoctoBepawowmin U KNOYEBOM LEHTP
(YKL); ncnonb3osatb paHee ycTaHOBEHHYO b/,

. YctaHoBuTb KameHT LIYC Ha BM Net1-Open (He3awuuieHHbIA y3en)

YcTaHoBKa «Bce-B-0AHOM» BYAET CuUMTATbCA HEKOPPEKTHbIM BbINONHEHMEM pa3BEPTbIBAHMS, HO
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ONYCTUMO NS NPOZJOIKEHUS a/bHEMLEN paboTbl.

. Ha komnblotepe Ha Net1-AdminCA (LO) yctaHosutb O ViPNet Client (Windows), pabouyee
MeCTO aAMMHUCTPATOPa;
. YctaHosuTb Policy Manager Ha Net1-AdminCA

Ec/m 6bim npou3BeaeHbl M3MEHeHUs naposeM, IP-aapecos v Tak Janee, HEOGXOAMMO OTpasuTb 3T0 B
oTyeTe.

3agaHve 1.2. YcTaHOBKa LEHTpa perucrpaumu, cepsuca nybaukaumMM M cepeuca
uncdopmupoBaHua VipNet Certification Authority Ha cootBeTcTBYlOWME BUPTYaNbHble
MaLLMHbI:

e Ha komnbroTepe Ha Net1-OperCA(LO) yctaHosuTb MO ViPNet Client (Windows);

e Ha KomnbtoTepe Ha Net1-OperCA(LO) yctaHosuTb MO ViPNet Publication Service;
e Ha komnbtotepe Ha Net1-OperCA(LO) yctaHosuTb MO ViPNet Registration Point;
e Ha komnbtoTepe Ha Net1-AdminCA (LIO) yctaHosuTb MO ViPNet CA Informing;

3aganue 1.3. YcraHoBka N0 VipNet ana opraHusaumuu cetv puamana:
e Ha BM Net2-Client (dmnman) ycraHoButb MO ViPNet Client Windows, paboyee mecto
nosb3oBaTens;

e Ha BM Net2-Astra-Cli (punvan) yctaHosutb MO ViPNet Client Linux, paboyee mecto
no/ib3oBaTens;

3ajaHue 2. 3alwmTa N0KaNbHO-BbIYMCIMTENbHOM CETM NpeAnpUATMA C npumeHeHuem MO
ViPNet

HeobxoanMo 1CMoNb30BaTb paboyee MECTo afMMHUCTpaTopa AN CO3AaHMA CTPYKTYpbl 3alMLiEHHON
CeTH NpeanpuATMA U HaCTPOUTb HeobxoanMble APM B COOTBETCTBUM C 3aZlaHHbIMM pPoiAMK. B utore
BbINO/IHEHUA 33J@HMA [OIKHbI ObITb pa3BepHYTbl U HACTPOEHbl Clefyllue CeTeBble Y3/bl
3aLMLLEHHOM CETU (CM. TabauLy).

Tabamua 1 Yanbl 3awpwenHon cetn ecam YKL v LYC Ha ogHOM MalumHe.

HasBaHue . OC ceteBoro | WMa nonb3osatens
BupT. MawunHa MO VipNet 3na
ceTeBoro ysna y3na y

Admin (3awmra ¢
ViPNet Administrator

Admi y MOMOLLbKO TOKEHa,
Net1-AdminCA R ;S::;b';o (LYC cepsep + YKL) OC Windows gj'noco6
(L) A patop ViPNet Client 10 :
(VM) PNt CA Informi ayTeHTU UKALMM:
ViPNet CA Informing YCTPONCTEO)
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Net1-OperCA ViPNet Client
) ViPNet Publication 0C Windows OperCA
(Lio) Oneparop YLi Service, ViPNet 10 P
Registration Point
Net1-Open (Ll0) | Knnent LYC, basa Knuent LYC, OC Windows _
AaHHbIx LYC b/ MSSQL 10
Net1-Coord HW KoopaunHatop ViPNet Coordinator HW-VA CoordinatorOffice
(1o) Lentp Odmc (VM) HW
Net2-Coord HW KoopaunHaTtop ViPNet Coordinator HW-VA CoordinatorSub
(Punuan) Ounman (VM) HW
Net2-Client Monb3oBatenb_2 . . OC Windows User?
(bunnman) Ounnan (VM) ViPNet Client 10
Net2-Astra-Cli Monb3oBatenb_3 . . OC Astra Linux User3
(dunman) Ounnan (VM) ViPNet Client SE
Cessu ME)Kdy y3namu Heobxodumo Hacmpoumb caMocCmoamesibHO.
Tabamua 2. Cxema cBA3€eM Nosib3oBaTeNeM
Cxema CBAIEM 1 Coord Office Admin OperCA Coord Sub User2 User3
no/b3oBaTesien
Coord Office x * *
Admin * * * *
OperCA * .

Coord Sub * X * *
User2 * . *
User3 * *

3aganue 2.1. Co3gaHne CTPYKTYpbl 3aliMWEHHOM CETH:
. LYC. Heobxoanmo co3gatb B LIYC CTPYKTYpYy 3allUMILEHHOM CETM B COOTBETCTBUM C

3a/1aHHOM CxeMoM (Bbirpy3uTb oTyeT B HTML). Co3zaTb nosib3oBaTesnied Y3/oB, HAacCTPOUTH
MOJIHOMOYMA NMO/Ib30BATENEN M UX CBA3M B COOTBETCTBUM CO CXEMOM.

Hactpoutb ViPNet KnueHT agMMHMCTpaTopa Ha BXOJ C MOMOLLbIO TOKEHa (cnoco6
ayTeHTU(dMKaLMK: YCTPOMCTBO). 3aMKCUpOBaTb NpoLecc 3anucu MHGopMauMM Ha
TOKEH C MOMOLLbIO CKPHHLIOTA.
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YKL. Mposectn mHmMupmanmsaupmio YKL, cOXpaHMTb KOHTEMHEp K/loueM afMMHMCTpaTopa B

obller nanky (cosgaTb noAnanky 3agaHue 2.1), MOMEHATb TMM Naponen Ans

nosb3oBaTeNen («COBCTBEHHbIM»). 3adaTb MapoiM MOJb30BaTENEM M COXPaHWUTb B

TEKCTOBbIM (hann Ha pabodyem ctone. ChopmmpoBaTb AMCTPUBYTMBbI KOYEM /I BCEX

CETEBbIX Y3/10B (COXPaHUTb Ha XeCTKMM AucK). Co3aatb rpynmbl Y3/0B ANS LEHTPAIbHOMO

obuca (yaocToBepAILWeEro LeHTpa) U Guamana, HacTpoOMTb Naposib ajMMHMCTpaTopa

rpynnbl CETEBbIX Y3/10B ANA KaXA0M M3 rpynn (MPOBEPMTb, YTO Maposib paboTaert).

Ha Bcex y3nax CetM KOpPPEKTHO HacTpOWUTb MM MPOBEPUTb KOPPEKTHOCTb HACTPOMKM

CETEBbIX MHTEP(EMCOB B COOTBETCTBUM CO CXEMOM, NPOBEPUTL AOCTYMHOCTb COCEAHMX

Y3/10B.

PasHecTut DST daknibl no APM, NpoBECTM NEPBUYHYI0 MHULMANM3ALMIO Y3/10B 3aLLMLLEHHOM

ceTv (KOOpAMHATOPOB M KNMEHTOB), NPOBEPUTL AOCTYNHOCTb Y3/10B 3aLUMLLEHHOM CETU U

caenatb CKPUHLWOTHI paboTOCNOCOGHOCTH Y3/10B.

MpoM3BECTM NEPBUYHYIO MHMUMaNM3aUMI0 annapatHoro HW 1 v annapatHoro HW 2

o Hactpoutb yaaneHHbiM aoctyn yepes Beb6 uHTepdenc K HW 1 ¢ OTKpbITOro y3na CBoe
cetu

o Hactpoutb yaaneHHbi goctyn no SSH k HW 1 ¢ OTKpbITbIX y3/10B CBOEM CETH

Ec/m y Bac BO3HMKAKT TPYAHOCTM C HaCTPOMKOM annapaTHbix HW, ans npogonkeHus
pa6oTbl Bbl MoxeTe Bocnonb3oBaTbcA MawmHamu HW VA, OgHako, ucnosib3oBaHue
AaHHbIX MALMH NPUBOAMUT K CHUXKEHMI0 6annoB.

Heo6xoaMMo npoBepuTb PaboTOCNOCOOGHOCTb CETU C MOMOLLbI OTMPABKM TEKCTOBbIX
CO06LEHNN MeXAY AIMUHUCTPATOPOM M Nonb3oBaTeNeM duamnana.

Heo6x0AnMMO npoBepuTb paboTOCMOCOGHOCTb CETH C MOMOLLbIO OTMPaBKM AENI0BOM MOYThI
Mexay AAMMHUCTPATOPOM M Nonb3oBaTenem puauana.

OTnpaBKy M monyyeHue CoobLeHHUH 3aMKCUPOBATb CKPUHLLOTAMM.

3agaHue 2.2. HacTpoirKa pa6oTbl Y40CTOBEPAIOLLErO LLEeHTPa B aKKPeAUTOBAHHOM
pexume

Heobxoanmo nepesecti YKL, B pexuM aKKpeAMTOBAHHOMO YAOCTOBEPAIOLLENO LEHTPa, HACTPOUTDL
NapaMeTpbl U3AaHWA KBaMMULMPOBAHHDBIX CEPTUDMKATOB, YKa3aB:

CBegenua o cpeacteax YU,

CpeAcTBO 3NEKTPOHHOM noanucy upatens: ViPNet CSP

CpeactBo yaoctosepatowero yeHtpa: MK ViPNet YL 4

CepTudmKaT Ha CPEACTBO 3NEKTPOHHOM noanmcy mspatens: Ceptudmkat DSDemo.lab.crt
Ceptudukat Ha cpeacTBo yaoctosepatwero ueHtpa: Ceptugukar DSDemo.lab.p7b
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. B HacTpoMKax CpeAcTBa INEKTPOHHOM NOANMCH BNaje bLa CePTUdMKATA HUYETO MEHATD
He TpebyeTcA.
. Knacc 3awuiieHHOCTH, KOTOPOMY COOTBETCTBYIOT MporpammHble cpeacTsa YL,

Mocne nepesoga YKL, B aKKpeAMTOBAHHbIM PekMM HEOBXOAUMO BbiMyCTMTb:

1) KopHEeBOM KBaNMGMUMPOBAHHBIM CEPTMMMKAT. HasHauMTb TEKYLIMM.
1) KBanMduuuMpOBaHHYK 3NEKTPOHHYI NOANMCb ANA noab3osatena Admin. BblgaTb C HOBbIM
ANCTPUBYTMBOM KNOYEN.
3) KBa/MUUMPOBaHHYID 3/MIEKTPOHHYIO NoAnUCb AnA nonb3osatena User2. CoxpaHuTb
3/IEKTPOHHbIE KUK B han.
4) Tlpu Bblgaye cepTUMKATOB HEOOXOAMMO 3aMONHUTL CReAyoLmMe Mnons:
UMa: <MMa nonb3oBaTens uau ysna>

JneKTpoHHasa noyta: <Mma nonb3osatensa>@demo.lab
Fopoa: Ya

Crpana: RU

Opranusaumsa: lMpodeccuoHanbl

Moapasaenenue: 3awmta HGOPMaLMOHHOM 6e30MaCHOCTH
MouTtoBbIM MHAEKC: 450000

Co3zatb KBaMMMLUMPOBaHHbIE KAtouM M 1 KAoum npoepku M Ans Nosb3oBaTeNen CETU.
HacTpoutb cxemy obmeHa dannammn mexay YKL nocpeactsom Cepsuca My6amkaumm (ViPNet
Publication Service).

HacTpouTb nepexos B aBTOMATUYECKUM PEXMM (MU 6E3AEMCTBMM aIMMHMCTPATOPa): nepeaady Ha
ny6aMKaumio 1 o6HoBeHWe CRL ¢ nepruoanyHOCTbO 1 AeHb.

Peann3oBaTb aBTOMATUYECKYI0 Ny6MKaumio cepTudmMKaToB u3gatenen Ha FTP-cepsepe.
Mocpeacteom Llentpa Pernctpaumn (ViPNet Registration Point):

. 3aperucTpupoBatb nonb3oatens: User2.

. Otnpaeutb 3anpoc B YKL Ha BbinycK ceptudmKata, yaoBNETBOPUTL 3anpoc. Pesynbrar
BbINYCKa cepTUdMKaTa 3aUKCUPOBaTb CKPUHLLIOTOM.

. OTnpasuTb 3anpoc B YKL Ha aHHy/MpoBaHMe paHee BbiMyLeHHOro cepTudumkara,

YZAOBNIETBOPUTb 3anpoc. Pe3y/bTaT 3adMKCHPOBaTb CKPUHLIOTOM.
Mocpezcteom Cepeuca MHdopmuposanua (ViPNet CA Informing):
. CdopMMpoBaTh OTYET O BbiAAHHbBIX 3a TEKYLIME CYTKM CepTUdMKATAX, NPEeABAPUTENLHO B
HACTPOMKAX YKa3aB MECTO XPAHEHUS OTYETOB (Ha paboyem CToie).
3agaHue 2.3. CepBep YCTaHOBKM WiTamna BpemeHu M noanucaHue OCSP.
KoMnaHuu HeobXoAum CepBep, OTBEYAMLMM 33 BblJayy LUITAMMOB BPEMEHM MO/b30BaTeNsM. o3ToMy

B ceTn duamMana Ha y3ne ¢ KaveHtom ViPNet gomkeH 6biTh ycTaHoneH cepsep TSP-OCSP (MK ViPNet
Yyl 4).
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Ana hyHKUMOHMPOBaHMA cepBepa HeobXoaMMO M3daTb cepTudmkat gna TSP cepeuca. MomecTuTb
KOHTEMHEp K/touen 1 cepTUdMKaT Heobxoamumo B mporpammy ViPNet CSP. U mocne yKasaTb u3gaHHbIN
ceptndmkar ana TSP B nporpamme TSP-OCSP Service.

Takxe Ans KoppekTHou paboTbl TSP cepBepa HeobXoAMMO Ha paboTatoliem cepeepe YKL co3aatb
MOJMTUKY NPUMEHEHUS, KOTopas BYAET MCMOMb30BAThCA AN BblAauM Aa/bHEMWMX CEPTUDMKATOB:

. HaumeHoBaHue: test TSP Policy
. UpeHtudukaTop: 1.2.643.100.1.2.3
. KpaTkoe onucaHue: poBepKa LTamna BpeMEHM

[Ana TSP cepsepa HE06X0AMMO 3a4aTb 3TY MOJMTMKY NPUMEHEHUA NO YMOMYAHMIO.
Mepen 3anyckom TSP-OCSP cepsepa, Tpe6yeTcsi NpoBECTM HEBOMbLIYID HACTPOMKY:

. Homep nopta cepsepa: 8777
. CepwiHbii Homep: 01 00 00 00 00 00 00 00
. MapameTpbl OSCP-cepsepa: OTKIOYMTb BCE (YHKLMM.

3agaHue 2.4. KomnpomeTauusa ysna 3aluiLEeHHOM CeTH

Mepes HayanoM BbINOHEHWA 3a(DMKCMPOBaTb CKPUHILOTAMM MMEHOLLYIOC CTPYKTYpPY ceTu 1 okHo YKL
C Bap1aHTaMM MEPCOHAMbHOTO K/toYa KOMMPOMETMPYEMOrO MO/Ib30BATENS, T. K. B C/yYae HeyaauyHoM
KOMNPOMETaLMM CTPYKTYpPa CETU MOXKET HapyLUMTBCA.

MPoOM3BECTM KOMMPOMETALMIO K/IOYEM M BOCCTAHOB/IEHWE CETEBOrO B3aMMOAEMCTBMS CPeACTBAMM
YKL/LYC:

. CKOMNPOMETHUPOBaTb KNKYM NoNb3oBaTensa user 2 Ha y3ne Monb3osatens_2 Gunaman

. MPOM3BECTM CMEHY K/OYeM NO/b30BATENA M CETEBbIX Y3/I0B,

. 0TMPaBMTb 0OHOB/IEHMA M MPOM3BECTH NPOLEAYPY CMEHbI K/toYa N0Nb30BaTENA Ha y3ne
Monb3oBatenb_2 Ouanan (bUKCMpoBaThb BCE Lark),

. NpOBEPUTL PaboTy 3aLMLLEHHOM CETH NOC/e 0GHOBNEHMSA OTNPABMB COOBLIEHME OT

nonb3oBatens user 2 aagMMHUCTPaTOpYy.

BoccTaHOB/IEHME B3aMMOAEMCTBMA C MOMOLbIO PY4YHOM yCTaHOBKM DST 3acuuTaHo He 6yger.
HeobxoAnMo 3adMKCMPOBATh MPOLIECC HACTPOMKM CKPUHLLIOTAMM:

. KomnpomeTauus nosb3oBatens.

. CMeHa K/ioyei nonb3oBaTeNi U CETEBbIX Y3/10B.

. Mpoueaypa CMeHbI K/lo4a Ha KJIMEHTE C UCMOJIb30BAaHMEM PE3EPBHOM0 Habopa KAKYEMN.

. CKpMHWOT 3KpaHa <«3awumiieHHaa ceTb» B VipNet Monitor Ha y3ne [onb3osatenb_2

®unman + pesynbTaT NPOBEPKM AOCTYMHOCTH Y3/10B.

Heob6xoaMMo Aenatb CKPMHLWIOTHI 40, NOC/e M B Npouecce KOMNpOMeTauuu, MHade gpyrue
3aJaHHA MOTYT GbITb He 3a4TeHbl B C/ly4ae HeYa4yHOM KOMNpOMETaLuK.,
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3aaaHue 3. MexceTeBoe B3aMMOEUCTBME 3aLUMLLEHHBIX CETEH
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PucyHoK 2 Cxema MEXCETEBOro B3aMMOZENCTBUS

Pa3BepHyTb Ha Net3-Admin (Cetb 2 mexceTb) Ha MK paboyee MecTo AZMMHMCTpaTOpa MApTHEPCKOM
CeTH, Co3AaTb CTPYKTYpPY BTOPOM CETU:

. Pabouee mecto agmunuctpatopa (b4, LUYC, YKL, ViPNet Client)
. 1 KoopguHatop HW-VA
. 1 y3en Admin 1 nonb3oatesb Admin

HacTpoutb cBA3M y3noB/nonb3oBaTeNed  afAMMHMCTPATOPOB M  HEOGXOAMMbIX  ANA
paboToCcnoco6HOCTH Y3108 M NPOBEPKM 3aJaHHUA.

WHnupanmsmpyite HW-VA: npu HacTporike Heobxoammo BKauuTb DHCP cepsep

Bce naposm nonb3osatesien B cetu ViPNet caenath 12344321

Maponn agmuHucTpatopos cetu ViPNet caenatb xxXX1234

. YCTaHoBMTb M HacTpouTb Heobxoaumoe [0
. HacTpouTb MeXCETeBOE B3aUMOAEMCTBME MEXAY ABYMA 3aLMILEHHBIMM CETAMM, CAENaTb
CKPMHLLOTbI BCEX 3TArOB YCTAHOBKM MEXCETEBOrO B3aUMOAEMCTBUS.



PervoHasbHbIA 3Tan YeMNHOHaTa MO MNPOo(PecCUOHAJbHOMY MaCTEPCTBY
«[IlpodeccuoHanbl» W YeMIUOHATA BBICOKHX TEXHOJOTUN Pecnybsuku
balkopTocTaH

F7 «KopnopaTuBHas 3aWuTa OT BHYTPEHHUX YrPo3 MHGOPMaLMOHHOM 6e30nacHOCTUY

. MpoBepUTb B3aMMOJENCTBME Y3/10B, OTNPABMB COOBLLEHME AEN0BOM NOYTbI B NPOrpamme
ViPNet Client Monitor c y3na Admin (ceTb 1) Ha Admin (ceTb 2).

HeobxoAnUMo NpefoCTaBUTb:

e ®ainbl HTML CTPYKTYpbl 3alUMLIEHHON CETU ANS 0GEMX CETEH NOCNE BbINOJHEHWS 3aJaHuA.

CKpPUHLLOTbI:

. CKPUMHLUOTBI K/IHOYEBbIX 3TaroB YCTAaHOBKM MEXKCETEBOrO B3aMMOAEMCTBUA M 06PaBOTKMU
mexceTeBoM MHdopmaumn (B LIYC u YKL obenx cetei).

. CTpyKTypa 3alwmileHHor ceTn B LIYC nocne yCTaHOBNEHMS MEXCETEBOTO B3aMMOAEMCTBMA
(4ns 06eMX 3aLMLLEHHBIX CETEH) C SKPAHOM MPOBEPKM AOCTYMHOCTH Y3/10B.

. CKPUMHLLOTbI A€I0BOM MOYTbI HA OTMPABMUTENE M MoAyyaTene (Npy OTMPaBKE MMUCbMA).

. CKPMHLLOTbI TEKCTOBOrO COOBLLEHMA Ha OTNpaBuUTENE U NoJlyyaTesie (Mpy OTnpaBKe
nMcbma).

3aganue 3.1. HacTpoiKa npaBun B ceTH

. Heob6x041MM0 HACTPOMTb yAaneHHoe NoAKAYeHue no npotokony RDP mexay y3nom Net3-
Open n Net2-Client

. HeobxoanMMo HacTpouTb goctyn K SSH no mopty 2522 ¢ y3na Net3-Open go y3na Net2-
Astra-Cli

MpeAoCTaBUTb CKPUHLLOTbI CO3/jaHMsA/HACTPOMKM NpaBMA M CKPUHLLOTBLI paboTocrnocobHocTu: RDP
ceccuu, NMoakntoyenms K SSH.

3aganune 3.2. Policy manager

3.2.1 Co3aatb WabMOH NOMTHUKM BE30NACHOCTH, T. €. ONPEAENUTb CETEBOW (DULTP B
cooTBeTCTBMM C KOTOpbIM Net2-Astra-Cli gonxeH 6biTb focTyneH no SSH To/bKo ¢ y3n08 Admin
CA v BHelwHeN cet1 (UAbTP 3aLMILEHHON CETH) ANS PaboTOCMOCOBHOCTH coeamHeHus ¢ Net3-
Open. MMpu 3TOM, Heobxoamnmo nopT SSH Ha malumHe Net2-Astra-Cli u3MeHUTb Ha 4567.

HasHauMTb CPOPMMPOBAHHbIM LIABMOH CETEBbIM Yy3/1aM, OTMPaBUTb MOAMUTUKY
6€30MacHOCTM Ha CETEBOM y3e.

3admKCcMpoBaTh pe3ynbTaT (CKPUHLIOTaMM) Yepes XypHaa OTNpaBKM M NMPUMEHEHUS
MOMMTUK 6Ee30MacHOCTH, Ha y3nax B MOHUTOpE NPOCMOTPETb CMMUCKM CETEBbIX (PUbTPOB.

3.2.2 Co3gatb LWAGAOH NONUTMKM 6Ge30MmacHOCTM A/1A 3anpeTa Ha MCMo/b30BaHue
nonyAApHbIX colceTen instagram.com, facebook.com, tiktok.com ¢ y3n0B nonb3oatenen cetm
(KnueHTbl).

[IpUMEHNTL MONUTUKY K KAMEHTaM. 3adMKCMpoBaTb pe3y/ibTaT (CKPUHLLOTaMM)
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PervoHasbHbIA 3Tan YeMNHOHaTa MO MNPOo(PecCUOHAJbHOMY MaCTEPCTBY
«[IlpodeccuoHanbl» W YeMIUOHATA BBICOKHX TEXHOJOTUN Pecnybsuku
balkopTocTaH

F7 «KopnopaTnBHasa 3awuta OT BHYTPEHHUX Yrpo3 MHPOpMaLMOHHOM He3onacHoCTM»

HAaCTPOMKM M NPOBEPKM.

3.2.3 Co3patb WA6GMOH MOMMTMKM 6E30MACHOCTM AN BO3MOKHOCTM MOAK/IIOYEHUSA
3alLMILEHHBIX M HE3aLMLIEHHBIX Y3/10B CBoeM ceTu no npoTtokoay RDP k AdminCA. Takxke
He06X0AMMO BKOYMTL RDP A0CTyn Ha AaHHOM Yy3ne.

[TPUMEHUTL MOJIMTUKY K YCTPOMCTBAM. 3adMKCMpOBaTb Pe3y/ibTaT (CKPUHLLOTaMM)
HACTPOMKM M MPOBEPKM.

3.2.3 Co3gatb WAabAOH MOAMTMKM GE30MacHOCTU ANA BO3MOXKHOCTM MOAK/IOYEHMA
3aLLMLLIEHHBIX M HE3ALLMILEHHBIX Y3/10B CBOEW ceTu no npoTokoay RDP k Net3-Admin. Takxke
HEe0OX0AMMO BKUMTL RDP fOCTYN Ha AaHHOM Yy3ne.

[TPUMEHMTb MOJMTMKY K YCTPOMCTBaM. 3adMKCMpOBaTb Pe3y/ibTaT (CKPUHLLOTaMM)
HACTPOMKM M NMPOBEPKM.

3agaHue 4. TyHHeNIMpOBaHME B paMKaxX MeXCeTeBoro B3auMo4enCTBHUA

. MOAKMOYUTD HE3ALMILIEHHYIO MALLMHY B CETH 3
. [Ina BTOPOM OTKPbITOM MaLlUMHbI MCMONb30BATh Y3€N B CETH 1
. HacTpouTb TYHHENMpOBaHME TaKMM 06PasoM, YTOBbl B3aUMOAEMCTBME MEXAY OTKDbIThIMM

y3M1laMM M3 PasHbIX CETEW OCYLECTBAANOCH MO LucbpoBaHHOMY KaHany. [poBepuTb
AOCTYMHOCTb HE3aWMILEHHbIX MaluMH Apyr apyry ¢ nomouwbto [ICMP  (ping);
NpoaHaIM3npoBaTh KypHasbl IP-NakeToB Ha KOOPAMHATOPaX.

CKpUHLWOTDI:
. HacTpoiKa MaKCUManbHOTO KOIMYECTBA TYHHENEM Ha KOOpAWHATOpaXx
. CKkpuHwoTbl npoxoxaeHusa ICMP naketoB (ping) u nw6oro apyroro Tpaduka ¢
He3aLWMLLEHHOrO0 y3/1a
. CKpUHLLOTBI KypHana NpoxoxAeHus IP-nakeToB Ha Be6-MHTEpdENCEe C YCTaHOBIEHHbIM

bunbTpoM «TyHHeNMpoBaHWe» A8 NpPoBepKM npoxoxzaeHua ICMP-naketoB u 060ro
Apyroro TpaduKa C NOMOLLbIO TYHHEIMPOBAHUA

3apgaHue 5. Knacrep ropsayero peseps1MpoBaHuA

B cBA3M C y4aCTMBLUMMUCA CYYasaMM «NafeHUA» KOOPAMHATOPA MEXKCETM OblI0 NPUHATO pelueHue
[06aBUTb AONONHUTENbHBIM KoopanHaTop HW-VA B «CeTb 2 MexceTb» B gonoaHeHue K Net3-Coord
HW-VA.

[N HaCTpOWMKM HEOBXOAMMO CaMOCTOATE/IbHO Pa3BEpHYTb CooTBeTCTBYloWMM OVA-06pas M3
AMCTPUBYTMBOB B CErMEHT MEXCETM, HACTPOWUTb FOpsYee pe3epBMPOBAHMA M MPOBEPUTb
paboTOCMOCOGHOCTb OTK/OYEHMEM OAHOMO M3 KOOPAMHATOPOB (CMCTEMA HE JO0JIKHA MpeKpaLaTh
paboTaTh NpM OTK/IKOYEHNUM OHOO M3 YCTPOWCTB OT CETU MM MUTAHKSA).
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F7 «KopnopaTrBHaA 3awmnta oT BHYTPEHHUX Yrpo3 nHGopmaunmoHHomn 6e3onacHoOCTM»

Bbi6op IP KOOpAMHATOPOB M BUPTYa/bHbIX aPECOB BbIOMPAETCA CAMOCTOATENbHO U 3aNMCbIBAETCA B
OTYeT Ha paboyem cTone.

CKPUHLLOTbI:

e Pa3BepTbiBaHME HOBOrO KOOPAMHATOPA M MHULMANM3ALMA (AOCTATOYHO YCTAHOBKY KIlOYEBOM
MHbOopMaLmK)

o  CKPMHLLOT M3MEHEHMS KOHDMIypaLmm ANIS KiacTepa ropsivyero pesepBMpoBaHms

06a KOOpAMHaTOpa HEO6XOAMMO OCTaBUTb BKJIKOYEHHbIMM!
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