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1. MACHHOPT ITPOI'PAMMBI

«KopnopaTuBHasi 3allIUTa OT BHYTPEHHUX YIPo3 HHGOPMAIHOHHOM

0€30IMacHOCTH»
Hazeauue NPogheccuoHanrbHo20 Mooy

1.1. lean u nJIaHMpyeMble pe3yabTAThI 0CBOeHHUS NMPO(ecCHOHATBLHOT0 MOIYJIs

N3yyeHnue mnpeaMera MOMOXKET B OCBOGHMHM KoMmieTeHInH «KopmnopaTtuBHasi
3alIUTa OT BHYTPEHHHUX Yrpo3 HH(OpPMALMOHHOH 0e30MacHOCTH» U MOATOTOBKE K
caaye IEMOHCTPALMOHHOTO YK3aMEHA.

B pesynpTaTe u3ydeHuss NpeaMeTa CTYJIEHT JOJDKEH OCBOMTh OCHOBHOW BHJL
npodecCHoHANbHON  JIeATeNbHOCTH «3amura uHpopMalnud B WH(OPMALMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CUCTEMAX M CETSIX C HCIOJIb30BAHUEM MPOrPAMMHBIX U
IpOrpaMMHO-aINAPaTHBIX (B TOM YHUCIE, KPUNTOTpapUUECKUX) CPEICTB 3alIUThD) U
COOTBETCTBYIOILIE EMY MTPO(PecCHOHAIbHBIE KOMIIETEHIIMU U 0011IMe KOMIIETEHLIUU:

[Tepeyens npodeccuoHaIbHBIX KOMITETEHIIUN
HanmeHoBaHHe BHIOB JAeSITEIbHOCTH U PO eCcCHOHAIBbHBIX
KOMIIeTeH NI
B/I 2. 3awuma unpopmayuu 8 UHGOPMAYUOHHO-MENECKOMMYHUKAYUOHHBIX
cucmemax u cemsx C UCNOTb30BAHUEM HPOCPAMMHBIX U NPOSPAMMHO-
annapamHulx (8 mom yucie, Kpunmozpagpuueckux) cpeocmas 3auumol
[IK 2.1. | [Tpou3BOAUTH YCTAaHOBKY, HACTPOWKY, UCHBITAHUS M KOH(MUTYpHUPOBAHUE
NpOrpaMMHBIX M MPOrpaMMHO-almapaTHbIX, B  TOM  YHCIE
KpUInTorpaduueckux CpEeACTB 3aIUThI uHdopMaIuu oT
HECAHKIIMOHUPOBAHHOTO JOCTyNa W CHEUUAaJbHBIX BO3JCHCTBHI B
o0opynoBaHuEe MHPOPMAIMOHHO — TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEM U
CETEH.
[IK 2.2. | TlognepxuBath OecriepeOOlHYI0 pabOTy MPOTPAMMHBIX M MPOTPAMMHO-
amnmapaTHbIX, B TOM YHCJI€ M KpUNTOrpaduueCcKuX CpPEICTB 3aIUThI
uHpopMaruu B UHPOPMAITMOHHO — TEIEKOMMYHHUKAIIMOHHBIX CUCTEMaX U
CETSX.
[IK 2.3. | OcymectBisaTh 3amuTy WHGOPMAIMM OT HECAHKIMOHHUPOBAHHBIX
JNEeWCTBUH M CHCIUAJIBHBIX  BO3JACHCTBHUA B  HMH(POPMAIMOHHO —
TEIEKOMMYHUKAIIMOHHBIX CHCTEMaXx M CETAX C HCMOJIb30BaHUEM

Kon

IpOrpaMMHBIX M IIpOTpaMMHO-almapaTHbIX, B  TOM  YHCIE
KpUNTOrpa)UUeCKUX CpPEJCTB B COOTBETCTBHH C IIPCIBSIBICHHBIMH
TpeOOBAHUSIMU.

B pe3ynbTaTe ocBO€HHUS peaMeTa CTYIEHT JOJIKEH:

Nmets - YCTaHOBKA, HACTPOWKAa, WCHBITAHUS © KOH(MUTYpUPOBAHUE
MPAKTUYECKUM | IPOTPAaMMHBIX M MPOrPAaMMHO-AMMApPaTHBIX (B TOM  YHCIE
OIBIT B




Kpuntorpaguueckux) CpeAcTB 3aluThl HHGOPMAIIUU B 000PYAOBAHUU
HUTKC,;

- nojaepkanue oecriepedoiHoi paboThl MPOTPAMMHBIX U MPOTPAMMHO-
anmnapaTtHblx (B TOM 4YHCJIE KpPUNTOrpauueckux) CpeiCTB 3allUThl
unpopmaruu B UTKC;

- 3amuta uHpopManuu ot HCJ] u cnenmanpapix Bozaeiicteuii B UTKC
C WCIIOJIb30BaHWEM MPOTPAMMHBIX W MPOTPAMMHO-AMNTAPATHBIX (B TOM
qHUCJIe KPUNTOTpapUUecKnX) CPEeACTB 3allUThl B COOTBETCTBUU C
MIPETBSIBISIEMBIMHA TPEOOBAHUSIMU.

YMETH

- BBISIBIISITH M OLIEHUBATh Yrpo3bl Oe3onacHoctr uHpopmaruu B UTKC;
- HaCTpauBaTh U MPUMEHATH CPEJICTBA 3alIUTHl HHPOPMAIUH B
OIIEPAaLlMOHHBIX CUCTEMAX, B TOM YHUCJIE CPEICTBA AaHTUBUPYCHOU
3aIUTHI;

-IIPOBOAMTH YCTAHOBKY M HACTPOMKY ITPOrPaMMHBIX U IIPOrPAMMHO-
anmnapaTHbIX (B TOM YMCJE KPUNITOrpapUUeCKUX) CPEACTB 3alIUThI
uHdopmaIuu;

-IPOBOJIUTH KOH(PUTYPUPOBAHUE ITPOIPAMMHBIX U POTPaMMHO-
anmnapaTHbIX (B TOM YHCII€ KPUNITOIPa(pUUECKUX) CPEACTB 3aLIUThI
uH(popmauuy,

-BBISIBJISITh M OLIEHUBATh Yrpo3bl 0e3onacHoctu nHopmanuu B UTKC;
- MPOBOJAUTH KOHTPOJIb MOKa3aTeseil U npouecca GpyHKIUOHUPOBAHUS
IPOTrPaMMHBIX U IPOrPAMMHO-AIIAPATHBIX (B TOM YHCIIE
KpUINTOrpauuecKux) CpeICTB 3alUThl HH(OPMAIUH;

- IPOBOJIUTH BOCCTAHOBJIEHUE NPOLIECCA U TAPAMETPOB
(GYHKIIMOHUPOBAHMS MPOTPAMMHBIX U IPOrPaMMHO-AIIAPaTHBIX (B TOM
quclie KpUNTOrpauyecKux) CpeaCTB 3alIUThl HHPOpMAIIHY;

- IPOBOJUTH TEXHUUECKOE OOCITYy)KMBaHHE U PEMOHT IPOTrPaMMHO-
anmnapaTHbIX (B TOM YMCIE KPUMITOTpapUUeCKUX) CPEACTB 3alIUThI
nHpopmaruu;

-BBISIBJISITH M OLIGHUBATh YIpo3bl 6e3onacHoctu undopmaimu B UTKC;
-HaCTpauBaTh U MPUMEHSTh CPEJCTBA 3AIUTHI HHPOPMALIUH B
ONEepPallMOHHBIX CUCTEMAX, B TOM YHUCJE CPEJCTBA AaHTUBUPYCHOU
3aIUTHI;

-IIPOBOANTH KOH(PUTYPUPOBAHUE MPOTPAMMHBIX M MPOTPAMMHO-
anmnapaTHbIX (B TOM YHCII€ KPUNITOIPa(pUUECKUX) CPEACTB 3aLIUThHI
uH(popmaruuy,

-npo8oOUMb YCMAHOBKY U HACMPOUKY NPOSPAMMHBIX U NPOSPAMMHO-
annapamuuix (6 mom 4ucie Kpunmozpaguueckux) cpeocme 3aujumal
uHpopMayuu poccuticko2o npou3eo0Ccmad,

-npo8OOUMb MEeXHUUEeCKOe 0OCTYHCUBAHUE U PEMOHI NPOCPAMMHO-
annapamuuix (6 mom 4ucie Kpunmozpaguueckux) cpeocme 3aujumaol
UHpOpMayuU poccuticko2o npou3e00Ccmasa.

3HaThb

- c110co00B 3aMUThl THGOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO J0CTYyNa
(manee — HCJI) u cieruaiabHbIX BO3JEHCTBUI Ha HEe;

-TUTIOBBIX TPOTPAMMHBIX M POTPAMMHO-ANApaTHBIX CPEACTB 3aIIUTHI
uHpopmanuu B UTKC;




-KpUnTOrpadu4ecKux CpesICTB 3alllUuThl THPOPMALIUH
KOH(HIEeHIIMABHOTO XapakTepa, koTopbie npumensitorcs B UTKC;
-BO3MOXHBIX yrpo3 0e3onacHoctu unpopmanuu B UTKC;

-cioco60B 3amuTsl nHGopmauu ot HCJI u ciennanbHbIX
BO3JICKCTBUM Ha HEE;

-TIOPSZIKAa TECTUPOBaHUS (YHKIIUNA TPOTPAMMHBIX U TPOTPAMMHO-
anmapaTHBIX (B TOM YKCIIE KPUMITOTPaPUUECKHUX) CPEACTB 3aIUTHI
uHbOopMaIuy;

-OpraHu3aliy U COJCPXKaHMUs TEXHUUYECKOTO 00CTYKUBAHUS U PEMOHTA
IPOrpaMMHO-AMIAPaTHRIX (B TOM YHCIIe KPUNTOrpahUIeCKux) CpeiCTB
3alUThl UHOPMAIUH;

-TIOPsIIKa U MIPaBUJI BEJICHUS SKCILUTyaTallHOHHOW TOKYMEHTAIlUU Ha
MpOrpaMMHBIE U MPOTPaMMHO-aNMNapaTHbIE (B TOM YHUCIIE
Kpunrorpaduueckue) cpeAcTBa 3aluThl UHPOPMaIIUK;

-BO3MOXKHBIX yrpo3 6e3omnacHocti uadopmanuu B UTKC;

- crioco6oB 3amuTthl nHGopmaru HCJI u ciennanbHbIX BO3ACHCTBUN
Ha HeeE;

-TUMOBBIX MPOTPAMMHBIX U MPOTPAMMHO-AINIAPATHBIX CPEJICTB 3AIIUThHI
uHpopmanuu B UTKC;

-KpUNTOrpauUECKUX CPEJCTB 3alIUTHI HHPOPMALIUH
KOH(HIEHIIMATIBHOTO XapakTepa, kKotopbie npuMmenstores B UTKC;
-TIOPsIIKA U TIPABWJI BEJICHUS DKCIUTYaTallHOHHOW TOKYMEHTAIIMU Ha
IPOrpaMMHBIE U TPOrPaMMHO-aIapaTHbIEe (B TOM YUCIIE
Kpunrorpaduyeckue) cpeAcTBa 3aluThl HHPOpMauu

-NPOCPaAMMHBLE U NPOCPAMMHO-ANNAPAMHbIEe CPEOCMBA 3aUjUnmbl
unghopmayuu 6 UTKC poccutickoco npouzeoocmaa,
-Kpunmozpaghuueckue cpeocmea 3auumol UHGopmayuu
KOHGuoenyuanvHo2o xapakxmepa, komopuie npumensiromes ¢ UMTKC na
OCHOB€e POCCULICKUX CIMAHOApPMO8,;

-NOPsI0OK U NPABUILA 8e0eHUsI OOKYMEHMAYUU NIAHOBO
npeoynpeoumenbHulX pabom Ha NPOSPAMMHbLE U NPOCPAMMHO-
annapamuvle (6 mom 4ucie Kpunmozpaguueckue) cpeocmsaa 3aujunivl
uHpopmayuu.

1.2. KoanyecTBO 4acoOB, 0OTBOJMMOE HA OCBOEHHE MpeaMeTa

Bcero yacos — 88 yacoB, B TOM 4ucIe:
- 88 wacoB BapuaTWBHOW YacTH, HAMPaBICHHBIX HA YCUJICHUE 00s3aTeIhHOU
YaCTH MPOTPAMMBEI.



2. CTPYKTYPA M COJIEP)KAHUE YUYEBHOM JUCHOUIIJINHBI

2.1. CTpykTypa nnpodeccHOHAJIbHOT0 MOIYJIsI

O0bem npodeccHoHAIBLHOT0 MOYJIfA, YAC

Oo0yuenue mo MJIK IIpakTuka
Cymmap
Koant HBI IIpounsso | %
npogeccno Z =
pog HaumeHoBaHMsI pa3iesioB 00beM B T.9. B T.4., JACTBCHHA | = =
HaJbHBIX obecCHORATLHOI0 MO * ArDV3K J1a0opaToOpHbIE s (mo -
npogeccHoHATLHOr0 MOYJIs Harpy Bcero kypcoBass | CamoctosT | YueOHa >
KOMIIETEH H. 94¢ padoThI U npopua | ¥ o
i ) , padora eJbHas 1, 8 9
It NpaKTHYeCKUue 0 s E
4acoB (mpoekr), padora 4acoB =
3aHATHS, coemuan | &
4acoB =
4acoB bHOCTH),
4acoB
K 2.1 Paszgean 1. KopnopatuBHas 3anura oT
IK 2.2 BHYTPEHHUX YTP0O3 HHPOPMAITMOHHOM 88 88 40 8
0e30MacHOCTH
Bcero: 88 88 40 8




3.2. TemaTtuyeckuii mian u cogep:xkanue npeamera (IIM) «KopnoparuBHasi 3aMTa 0T BHYyTPEHHUX yYrpo3
uHGpOPMAMOHHON 0€301aCHOCTID)

VI cemecTp
HaumeHnoBaHue pa3jiejioB u Conep:xaHue yueOHOTr0 MaTepuaJa, 1adopaTopHblie padoThl H NPAKTHYECKH e 3aHATHUS, O0bem
TeM npeamera(lIM), caMoCTOsITe/IbHAsE padoTa 00y4aIuxcs, KypcoBasi padoT (IpoeKT) 4acoB
MEKIMCIUTTHHAPHBIX
kypcoB (M/IK)
1 2 3
Pa3nen 1. KopniopatuBHas 3ammra OT BHYTPEHHUX YIpo3 HHGOPMAITMOHHON 0€3011acHOCTH 88
Tema 1.1 Conep:kanue 34
N3yuenune cepBepHBIX U 1 | Linux. QNX u apyrue onepanuoHHbIe CHCTEMBI. 2
JIECKTOITHBIX BEPCUH 2-3 | Bash, crpykTypsl, nyTH. 4
OC Linux HWcnonb3oBanune koman Linux
VYnpasieHue akkayHTaMu B Linux
4-5 | Co3naHue CChLIOK U yajienue (aiios. 4
Hcnonp30BaHne 1KOKEPOB
6-7 | Peryasipublie BoIpakeHHsI 4

FHS u nouck ¢aiinos
Crangapt uepapxuu (HaiaoBoi CHCTEMbI

8 | MoayJu siapa 2
CucreMHas u ceTeBas JOKyMEHTaLUs
Tunsl cucteMHoOM JoKkyMeHTanuu B Linux
Monens npaB gocryna B Linux

aAaKTHYeCKH e 3aHATUA 18

=
=

YcraHOBKa BUPTYaJIbHBIX MalllMH CEPBEPHOIl U peckTonHoi Bepcun OC Linux

3HAKOMCTBO ¢ 00010uKO¥ Linux

Pabora ¢ TekcToBbIMU (ailiaMu B HHTepderice KOMaHIHON CTPOKH

Cepsepsl Linux

ITouck (aityioB xypHaIoB

Haguranus B ¢aiinoBoii cucteme Linux ¥ HacTpoiika MOJHOMOYUH

N[OOI WINF-
NININININININ

TpaccupoBka Mapuipyra




8 | O6mwme cBenenus o nporpamme Wireshark 2
9 | uckosas nmoacucremoit u RAID 2
Tema 1.2 Conep:xxaHue 40
1 | IIpotokon TCP/IP 2
2 | Ciryx6a DNS 2
3 | Cnyx06a karanoroB Active Directory. Ciyxx6a ¢aitsioB u nedatu 2
4 | CereBble MPOTOKOIBI U CIIyKObI. Ciry)k0a pe3epBHOTO KOITUPOBAHMSI 2
5 | Ciryx0bl TepMUHATOB. MOHUTOPHHT 2
6 | Monens OSI 2
7 | ®usnyeckuii, KaHAJTbLHBIA U CETEBON YPOBEHb 2
8 | TpaHCHOPTHBIH, CEAaHCOBBIH, MPEIOCTABICHHUS M MIPUKJIATHON YPOBEHb 4
IIpakTHYeckHe 3aHATHA 20
9 | Pacuer IPV4, IPVv6 cereit 2
10- I 4
11 onusitre poin DNS B tomene
12 | Ilopusarue pos AD B nomene 2
13 | Perukanus 1oMeHa 2
14 | BBoa komMnbIOTEpa B JOMEH 2
15- | Co3nanue nosp3oBaTeneit 4
16
17 | PaGora ¢ rpynnoBbIMH OJIUTUKAMH 2
18 | Hacrpoiika o01mux namnok B JOMeHe 2
Tema 1.3 Conepxxanue 34
OGecneuenue 6ezonacHocTd | 1 | 3ammurTa MHQOpMAMU OT BHYTPEHHHX Yrpo3 HH(pOpPManHOHHON Ge3omacHocTH. BhisBicHUE 2
KOMITBIOTEPHBIX CUCTEM U yTeuek ¢ ucnojb3oBaHueM TexHonoruu Data Leakage Prevention (DLP). Teopust u npaktuka
cereil. Texnonoruu Data npumeHenus DLP-cucrem.
Leakage Prevention (DLP). 2 | YcraHoBka, KOH(pUIypHpOBaHNEe H YyCTPaHEHHE HEMCIPABHOCTEH B cHCcTeMe KOPNOPATUBHOM 2
3a1UTHI OT BHYTPEHHUX YIPo3.
3 | YcranoBka DLP IWTM B BHpPTYaJbHOM OKpYKeHuu. Peskumbl port mirroring m proxy. 2
4 | Kondurypuposanue DLP IWTM 2
VcripaBneHne TUIOBBIX HEUCIIPABHOCTEN.
5 | TexHOJIOTMU AT€HTCKOr0 MOHUTOPUHTA 2

Ha3naueHne areHTCKOro MOHUTOPHHIA. YCTaHOBKA W HACTPOMKA areHTCKOr0 MOHWTOPHHTIA.
WnTepdeiic koncoan DLP IWDM. PaboTta B KOHCOJIH yrpaBJIeHUs! areHTOM




6 | [loMUTHKHM AreHTCKOro MOHUTOPUHIa, 0COOEHHOCTH HX HacTpoiiku. Co3maHue W TMPOBEpKa 2
nonutuk. Co3naHue MONUTHK 3aIIUThI HA areHTax; OuibTpaius COObITHI;
Hactpoiika coBMECTHBIX COOBITHII areHTCKOTrO M CETeBOro MOHMTOpHHra; Pabora ¢ HOcUTENIMU U
ycrpoiictBamu; Pabota ¢ daitnamu; Kontpons npunoxenuii; Mckimodenne u3 coObITHH iepexBara.
7 | Pa3paboTKa NOJIUTHK 0€30NACHOCTH, AHAJIN3 BbISIBJEHHBIX HHIIHIEHTOB 2
8 | Pa3paborka u TecTupoBaHue NOaUTUK B cucreme DLP IWTM. Pabora ¢ pa3aenom TeXHOIOTUN 2
CUCTEMbl KOPIIOPATUBHOM 3aIlIMTHI: KAaTETOpUM U TEPMHUHBI, TEKCTOBbIe 0O0BEKTHI; PaboTa ¢
COOBITHSIMH, 3alpPOChl, OOBEKTHI TepexBaTa, MACHTU(UKAINSI KOHTAKTOB B coObiTHH; Pabora co
CBOJIKaMH, BUJDKeTaMu, cBojkaMu; Pabota ¢ mepconamu; Pabora ¢ oObexktamu 3amutsl; [IpoBectu
UMUTAIMIO Tpolecca yTeYKH KOHPUACHIUANbHOW wHpopMmanmuu B cucteme; Cosmars
HENPOTUBOPEUYHBBIC TOJUTHKH, COOTBETCTBYIOIIME HOPMATHBHOW 0a3e U 3aKOHOJATENbCTBY;
3aIOKyMCHTHPOBATh CO3/IaHHBIC TIOJUTHKU HCIOJIb3Ys B COOTBETCTBHU C TPeOOBaHUSIMHU
COBPEMEHHBIX CTaHIAPTOB B 00J1acTH 3amuThl uHGopmanuu. PaboTa ¢ kaTeropusiMu 1 TepMUHAMU;
Hcnionp30Banue peryispHbIX BeIpakeHuii; cnoap3oBaHnne MOpQOIOTrHUECcKOro moucka; * Padora ¢
rpadpuueckumu oobekTamu; PaboTa ¢ BeIrpy3kamu u 6a3 naHHbix; PaboTa ¢ neyarsmu u OJaHKaMu;
Pabora ¢ ¢aitioBeIMH THITAMU;
9 | Mouutopunr tpaduxka. [IpoBepka npuMeHeHUs TOTUTHK 4-X BHUIOB: Tpaduk, MepcoHbl, Oydep 2
oOMeHa, 1BUkeHue ¢aitio. PaboTa ¢ kpaynepom.
IIpakTH4ecKue 3aHATHS 16
1 | YcranoBka, KOHQUTYpUpPOBaHHE U 2
yCTpaHEHHE HEUCIIPAaBHOCTEH B CUCTEME
KOPIIOPATHBHOMN 3alTUTHI OT BHYTPEHHUX yIPo3
2-3 | Pa3zpaboTka moauTHK G€30MacHOCTH B 4
CUCTEME KOPIIOPATHBHOM 3alTUTHI HHPOPMAITUHU OT
BHYTPEHHUX yTPO3
4 | [Touck u mpeaoTBpaIleHNE 2
UHITUICHTOB. TEXHOJIOTUY aHAIN3a CETEBOTO
TpajuKka B CUCTEME KOPIIOPATUBHON 3alTUTHI
nH(GOpPMAaINMU OT BHYTPEHHUX YTPO3
5-6 | TexHOJIOrMH areHTCKOr0O MOHUTOPHHTA 4
7-8 | AHanu3 BBIABIEHHBIX HHIIMAECHTOB 4

IIpumepHasi TeMaTHKA JOMAIIHUX 3a1aAHUMI

1.1.

1 Urenne u aHanmu3 autepaTypsi:[3]c.223-229
2 Yrenue u aHanu3 tutepatypsl:[3]c.172-176
3 Urenue u ananms jurepatypsbl:[3] ¢.176-186
4 Yrenue u ananu3 jutepatypbl:[3] ¢.188-196




5 Urenue u aHanu3 nurepaTtypsl:[8] c. 1-7

6 Urenue u ananus aureparypsl:[8] c.11-49
7 Urenue u anaims jurepatypsbl:[8] ¢.50-58
8 Urenue u ananus aureparypsl:[8] c.29-42

1.2. | 1 Yrenue u ananu3 murepatypsr:[3] ¢.229-231

2 Yrenue u ananus jutepatypsr:[3] ¢.231-239

3 Yrenwue u ananu3 aureparypsl:[3] ¢.231-239

4 Uzydenue koHcrekTa jgekmmii: [3]c.235-236

5 NU3yuenne koHcnekra ekuuii: [3]c. 488-491

6 Urenue u ananu3 smuteparypsl:[3] ¢.239-241

7 Ytenue u ananus juteparypsi:[3] €.262-271, [9] c. 77-84

8 Urenwue u ananus aureparypsr:[3] ¢.271-282, [9] c. 84-88

9 Urenue u ananus juteparypbl:[3] ¢.282-291

10 Urenue u ananu3 aurepatypsl:[9] €. 115-120, moaenupoBaHue CUTyaIuii

1.3. | 1 Urenue u ananu3 aureparypsr:[3] ¢.40-42

2 Yrenue u aHanus jaureparypsi:[3] €.65-71

3 Urenue u ananu3 suteparypsi:[3] ¢.293-307

4,5 Yrenue u ananus auteparypsi:[3] €.323-324
6,7 Urenue u ananus aureparypsi:[3] €.324-333
8,9 Urenue u ananu3 nmuteparypsr:[3] €.333-341
10,11 Yrenue u ananus murepatypsi:[3] €. 346-362
12,13 Yrenue u ananu3 muteparypsl:[3] ¢.380-416

CamocrosiTesibHas pa0oTa Npu M3y4eHHH pa3jeia

Cucremarndeckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, yUeOHOU U CTIEIIMAIbHON TEXHUYECKOU IUTepaTyphl (110 BOIpocaM K maparpadam,

rJiaBaM yueOHBIX MOCOOUM, COCTABICHHBIM MPETOIaBaTEIIeEM).
[ToaroroBka K MpakKTUIECKUM pabOTaM C UCIIOJIH30BAHNEM METOAMYECKUX PEKOMEHIAINI TIPETo1aBaTerIsl.
OdopmieHne npakTH4eckux paboT, OTYETOB M MOATOTOBKA K UX 3aIIHTE.

IIpumepHas TeMaTHKA JOMAIIHUX 3a1aHUI

14 1,2 Yrenue u ananu3 auteparyps [3] ¢.171-189

3 Urenne u ananm3 mureparypsi [3] ¢.189-191

4 Yrenue u aHanus nureparypsl [3] ¢.191-197
5,6Urenue n anamu3 imurtepatypsl [3] ¢.199-211
7,8 Urenue u ananus nureparypsl [3] c.2-11-221
9,10 YUrenue u ananu3 aurepatypsl [3] c.222-234
11,12 Yrenue n ananus aureparypsl [3] ¢.236-243
13,14 Yrenue u ananu3 auteparypsl [3] ¢.243-252
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15,16 Yrenue u ananu3 auteparypsl [3] ¢.252-277

1.5

1 Urenue u ananus nurepatypsi:[3] ¢.427-435
2 Yrenue u ananu3 aureparypsl:[3] ¢.436-439
3,4 Urenne u ananm3 nutepatypsi:[3] ¢.439-453
5 YUrenwne u ananu3 nurepatypsl:[3] c.453-464, 464-481
6 Urenue u ananus nureparypsi [3] c.481-492

7 Urenue u anayms3 jurepatypsl [3] ¢.492-495

8 Urenue u ananu3 nureparypsl [3] c.496-497

9 Urenue u anaynms jurepatypsl [3] ¢.498-502
10 Yrenwne u ananmus nutepatypsi [3] ¢.502-505
11 Yrenwue u ananus nutepatypsl [3] ¢.505-511
12 Yrenwne n anayms nutepatypsl [3] ¢.511-512

1.6

1 YUrenue u ananu3 aurepatypsl:[3] c¢.481-496
2 Urenwue u ananus aurepatypsi:[3] ¢.496-501
3 YUrenue u ananu3 aureparypsl:[3] ¢.501-507
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3.YCJIIOBUSA PEAJIMZALIMU ITPOT'PAMMBI IPEJMETA

3.1. TpeGoBaHusi K MUHMMAJBLHOMY MaTePUATbHO-TeXHUYECKOMY 00ecredeHHI0
Peanuzamus mporpaMMbl MOAYJS MpEANoiaraeT Hajauuue y4deOHo#l maboparopuu
IPOrpaMMHO-aIIaPaTHBIX CPeICTB oOecredeHnst HH(POPMAIIMOHHON OE30MaCHOCTH.

O6opynoBanue yaeOHOTO KaOnHeTa U pabodrnx MecT KaOuHeTa:
- I0CAJJOYHBIE MECTA MO KOJUYECTBY O0YUaAOIINUXCS;
- pabouee MecTO MpenoaBaTelis;
- KOMIUIEKT Y4€OHO-METOANUECKUX JOKYMEHTALIUH;
- TUAKTUYECKUE MAaTEPUAJIbL.
- yueOHO-HarjsgHble mnocobus mno aucuumuHe «MHpopManuoHHas
0€30I1aCHOCTb U 3alUTa UH(pOpMALUN»:
- IJTAKaThI:
- «Monenp nHpOpMAITMOHHOK O€30ITaCHOCTHY;
- «TexHnuecKkne KaHajbl yTeUKU UH(OpMAIUNY;
- «OgHOCTOPOHHE (PYHKIIMU IHPPOBAHUS;
- «Mogenp yrpo3 uHpOpMaIMOHHON O€30aCHOCTH;
- «CepTu(uKaThl OTKPBITHIX KIHOYEIl»
- IPE3EHTALNH:
- «TexHruecKkre cpeacTBa 3alUThl THPOPMALIUI;
- «/IH)XeHEepHO TEXHUYECKUE CPECTBA 3aIIUThI HH(POpMaLUNy;
- «CpencrBa KpunTorpaguueckoi 3auThl HHPOPMAIUH »;

- y4eOHbIN (HUITBM:
- «3ammdpoBaHHast BOMHA
- MyJIbTUMEUATIPOCKTOP, KOMIIBIOTEP MPEToaBaTers;

O6opynoBanue JabOpaTOpuH MPOTPAMMHO-AMMAPATHBIX CPEACTB  OOECTIeUeHUs
MH(OPMAIIMOHHOW 0€30MaCHOCTH:
Texuuyeckue cpeacTBa 0OydeHHUS:

- MepCcOoHaJbHBIE KOMIBIOTEPHI (ammapaTHoe oOecredeHne: He MEHEe 2 CETeBBIX
naT, npoueccop He Huke Core 15, onepatuBHas namsat DDR4 o6bemom He MmeHee 16
I'6; HD 1000 Gb Buneokapta, BIT 650 BatT), 00beuHEeHHBIC B YU4EOHYIO JIOKATBHO-
BBIUHCIIUTENBHYIO CETh C BBIXOJIOM B C€Th IHTEpPHET, IO KOJIMUYECTBY 00YyHAIOIIUXCS C
JUIEH3UOHHBIM TIporpamMMHbIM obecrieuenueM: OC Windows XP, Windows Server
2003, OC Unix;

- cuctema InfoWatch;

- MOHHUTOP C BO3MOKHOCTBIO MIOBOPOTA 3KpaHa He MeHee 90 rpaaycoB, He MeHee
23,8 mroiitma, HDMI, USB;

- kpunrouutto3 [TAKViPNetCoordinator HW100;

- kommyTtarop L2 yposens, 16 noproB Ethernet crangapra 1000BASE-T;

- mapupytuzarop 4 nopra Ethernet crangapra 1000BASE-T;

- AIIMZI3 Co6oms PCI-E.

- yueOHo-nadoparopusiii komiuieke «Kpunron» (Ilnmatel «KpuntoH-3amok»,
amnmapaTHble a0OHEHTCKHE U CeTeBbIe MUPATOPhI, MpOrpaMMHOE 00eCTieUeHIE);



- yueOHO — TabopaTOPHBIN KOMIUIEKC OecripoBoiHOM cetn Wi-Fi;
-1a00paTOPHOE U3MEPUTEIHLHOE 000PYI0BAHKE:
- ocuuiitorpad -2 mr.;
- YaCTOTOMEp — 2 WIT.;
- reHepaTop — 1 mr.;
- MyJIbTUMETp — 4 IIT.;
- ICTOYHHK NTUTaHUs — 6 MIT.;
- MasuIbHAs CTAHIMS — 2 IIT.;
- ICMOHTa)KHasl CTaHUM -1 1IT.;
- aHanM3aTop nojs — 1 mr.;
- U3MEPUTEJIb PJIEKTPOMArHUTHOTO MoJig — 1 1miT.;
- IETEKTOp U3Iy4eHuH -1 mr.;
- uaaukarop CBY -1mT;
- TecTep KaOenbHBIX JIMHUM -1 1IT.;
- 1aGOpaTOpPHBIE CTEHIBI:
- «3y4yeHue cucTeMbl BUICOHAOTIOACHUS Y,
- «I3ydenne cucrteM KOHTPOJISL JOCTYTay;
-«3yuenue OecrpoBOAHOM CUCTEMBI OXpPaHHO-TIOKapHOMI
CUTHAIU3ALNNY;
- «CBETOYYBCTBUTENIbHASL CUTHAIIN3ALUSD)
- «MUKpPOKOHTPOJUJIEPHOE YCTPOUCTBO YIPABICHUS HCIOTHUTEILHBIMU
0JIOKaMU ISl PEKUMHBIX 0OBEKTOBY
- «MHUKpOIPOIIECCOPHOE ABTOMAaTUYECKOE YCTPOWCTBO YIpPaBICHUS
CUCTEMOM MPUHYAUTEIBHOTO OXJAXICHUS TEJICKOMMYHUKAIIMOHHOM CTOWKOU
amnmnapartypsl 1o 4 KaHajiaM U3MEPEHUsI B peaIbHOM MacIITabe BPEMEHM
- «I3yyeHue OMOMETPUUYECKUX CUCTEM KOHTPOJIS JOCTYyTa
- «CtpykTypupoBanHbie kadbenbHbie cucTeMbl NIKOMAX)»

Peanu3zanus mporpaMMbl MOIYJIS IPEJIITONIaraeT 003aTEbHYIO0 YICOHYIO MPAKTUKY.

3.2. UudopmanmonHoe obecnevyeHne 00yueHust
Ilepeyenp  pexoMeHayeMbIX  Yy4eOHbIX  u3aaHuil, HMHTepHeT-pecypcos,
JTOTOJIHUTEJIbHOM JIUTEPATYPbI

OCHOBHBIE UCTOUYHUKH:

1. ®opoyzan Bb.A. Kpunrorpadus u Oe3zonmacHocTh cereil: YyebHoe mnocodue/
®opoyzan b.A.; nep. ¢ anri. Ilox pen.A.H. bepiuna. - M.: aTepHeT-YHUBEPCUTET
Uudopmanmonnsix  TexHosoruii: BHUHOM. Jlabopatopus 3Hanuid, 2015.-
784c.:un.,1a6.-(OCHOBBI UHPOPMAITMOHHBIX TEXHOJIOTUM).

2. Makcumenko B.H., AdanacreB B.B., Bonkos H.B. 3ammura nndopmaruu B cetsix
coroBor monaBmwxkHOU cBsi3u/ Ilox pen. moxtopa TexH. Hayk, mpodeccopa O.b.
MakapeBuua. — M.: I'opsiuast tunus — Tenexkom, 2014. -360c.: ui.

3. lllanerun B.®. 3ammura xommboTepHoi nHpopmaruu. IhGhHeKTUBHBIE METOIBI U
cpeactBa —M.: JIMK Ilpecc, 2016. — 544c.:um.
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4. Ponnues 10.A. UndopmarronHas 6€30macHOCTh: HOPMATUBHO-TIPABOBBIE ACTIEKTHI:
VYyebnoe nocodue. —CI16.:2016.-272¢.:um.

5. BacunbskoB A.B., BacunskoB A.A., BacumibskoB M. A HopMalimoHHbIe CUCTEMBI U
ux  Oe3omacHOCTb:  ywyeOHoe  mocobume —M.: @DOPYM, 2017.-528c.-
(ITpodeccronanpHoe 00pa3zoBaHKE)

6. 3aitueB A.Il, IllenynmanoB A.A., MemepsakoB P.B. Texnuueckas 3amura
uHpopmaluu. Y4eOHUK AJi BY30B -5-€ U3/l., nepepad. u gom. — M.: - ['opsiyas tuHus
— Tenexom, 2015. — 616¢:u1.

7.PomanoB O.A. Opranu3zaiimoHHoe obecrneueHne nHPOpMaImOHHOW 0€301MacCHOCTH:
y49eOHUK IS CTYINEHTOB BBHICHI. yueO. 3aBemeHuidi —M.: M3paTenbckuil LEHTP
«Axkamemus», 2015. — 192c.

8. Camyitnos K.E, [llanumoB 1.A., Bacur H.H., Bacunesckuii B.B, Kyns6os JI.C.,
KoponskoBa A.B. Cetu u cucteMsl iepefaun HHOOPMALIUU: TEICKOMMYHUKAIIMOHHBIE
ceTH: YUeOHUK U MpaKTUKyM Juist By3oB / — M.: U3marensctBo FOpaiit, 2016. — 363 c.
9. InfoWatch Traffic Monitor PykoBoacTBo nons3oBatens — M.: 3A0 "UudoBory",
2017.—-178 c.: uin..

JlonmomHUTEIbHBIE UCTOYHUKHU:

1 PykoBoacTBo anmMunuctpaTropa Kpunron-zamok

2. PyxoBoactBo anmunuctparopa [ITIKOIT «Actpa»

3. PykoBojacTBO anmunuctparopa KTM-256

4. YueOHoe nocooue CtpykrypupoBaHHas kadenpHas cuctema NIKOMAX)»

HNuTepHeT pecypcesr:

1. DeKkTpoHHO-OMOIMOTEeYHAs cucTeMa [DJIEKTPOHHBIM pecypc] — peXuM JIOCTyna:
http:// www.znanium.com/ (2021).

2. http:/lwww.fstec.ru caiitr ®CTOK PD

3. http://lwww.ancad.ru caiit komnannn AHKAJ]

4. https://www.cryptopro.ru/ caiit kommanuu Kpumntollpo

5. https://infotecs.ru/ caiit OAO «UupoTeKCx»

6. LlenTp okazanusi 00pa30BaTENBHBIX YCIYT U MOJATOTOBKH CIEIUAINCTOB B 00J1aCTH
nH(OPMAITMOHHONW 0€30MacHOCTH W JKCIUTyaTallud CPEACTB 3allUThl MH(POpMAIUU
ViPNet. [DnektpoHHbIii pecypc] — pexkuM moctyma: https://edu.infotecs.ru/learning/
(2021)
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4. KOHTPOJIb 1 OIIEHKA PE3YJIbBTATOB OCBOEHUSA NTPEAMETA

Ko u HaumeHoBaHue
Npo(ecCHOHATBLHBIX U 001IHMX
KOMIIeTeHIUi, (popMHUpyeMBbIX B
paMKax MOJYJIst

Kpurepum oueHkun

MeToabI OLIeHKHU

Pasznesa moayas 1 Opranusanus 3amutbl UHGopMAUM B UHGPOPMAIUOHHO-
TeJIeKOMMYHUKAIIMOHHBIX CHCTEMAX M CETAX € HCMO0JIb30BAHMEM NMPOTPAMMHBIX U
NPOrPAMMHO-ANNAPATHBIX CPE/ICTB 3aIUTHI

IIK 2.1. ITIpon3BOAUTH YCTaHOBKY, - BBUIBJIATH M OLIEHMBATh YIPO3bl | DKCIEPTHOE
HAacCTpPOWKY, UCIIBITAHUS U O0esonacHocT  uMHpopManuu B | HaOmIOAEHUE
KoHurypuposanue nporpaMmmusix | UTKC;
U IPOrpaMMHO-ANNAapaTHbIX, B TOM | -  HAacTpauBaTb M  IPUMEHSTH
qHcie KpUNTOrpapuuecKux CpeAcTBa 3amuUThl HHPOpPMALUU B
CPEeACTB 3alUThl HH(OPMALIUU OT ONEPALIMOHHBIX CHCTEMax, B TOM
HECaHKLMOHUPOBAHHOTO JJOCTYNA U | YUCJE  CpPEACTBA  aHTHUBUPYCHOM
CIeLUaIbHBIX BO3/IEHCTBUI B 3alIUTHI;
o0opynoBanue HHGOOPMAIIMOHHO — | - IPOBOJIUTH YCTAHOBKY U HACTPOHKY
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM U | IPOTPAMMHBIX M IPOTrPaMMHO-
CETeH. anmapaTHeix (B TOM  4HCIe
KPUNITOTPaPUICCKUX ) CpEJIICTB
3alUThl HH(OPMaLIUK;
- NIPOBOJUTH KOH(PUIYpHpPOBAHUE
IPOrpaMMHBIX W IPOrpaMMHO-
anmapatHblx (B TOM  4ucle
KPUNTOTPaPHIECKUX ) CPEICTB
3alIUThl HH(OpMALUH;
IIK 2.2. [lonnepkuBath | - BBIABISATH W OLEHUBATh YIpo3bl | DKCHEPTHOE
6ecriepeboitHyI0 paboty | 6ezonacHocTd  MHpopManMU B | HAOIIOCHHE
mporpaMMHbIX U nporpammuo- | UTKC;
anmapaTHeIX, B TOM 4YHCIE M | - IPOBOAUTH KOHTPOJIb MOKa3aTenen
KpUNTOrpapUuecKux CPEICTB | U Tpouecca (PYHKIIMOHUPOBAHUS
3aLIUThI uHpopManuu B | IPOTPAMMHBIX U IPOIPaMMHO-
MH(OPMALIMOHHO — | anmapatHelX (B TOM  4YHCIe
TEJIEKOMMYHHKAIIMOHHBIX CUCTEMAX | KPUNTOrpauIeCcKHX ) CPEICTB
U CeTSIX. 3aIUThl HH(OPMaLIUK;
- TPOBOAWUTH  BOCCTaHOBJIEHUE
nporecca U apaMeTpoB
(YHKIMOHUPOBAHUS TPOTPAMMHBIX
U IpOrpaMMHO-aNNapaTHbIX (B TOM
qucie KpUNTOTrpapUUecKux)
CPEJICTB 3alUThl HHPOPMAIIH;
- POBOJIUTH TEXHUYECKOE
o0cyKuBaHUE U PEMOHT
IporpaMMHO-aNmnapaTHBIX (B TOM
qucie KpunTorpaduyecKux)
CpPEZCTB 3aLIUThl UH(OPMAIIHH;
[MIK 2.3. OcymecTBisiTh 3alIUTy | - BBIBISATH W OIEHHBATH YTPO3BI
uHpopMaIuu oT | 6e3omacHOCTH  MH(GOpPMAIMM B | DKCIIEPTHOE
HeCcaHKIIMOHUpoBaHHbIX aerictBuid U | UTKC; HaOII0EHUE

CIIeIIHAIbHBIX BO31€HCTBUI B
MH(OPMAaLIMOHHO —

- HacTpauBaTb U  HIPUMEHSATH
Cpe/ICcTBa 3aIUTHl MH(POpPMAIUA B
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TEJIEKOMMYHHKAIIMOHHBIX CHUCTEMAax
U CeTIX C  HCIOJb30BAaHHEM
OPOrpaMMHBIX M IPOTrPaMMHO-
anmapaTHbIX, B TOM  YHCIIE
KPUNTOTPAaQUUECKUX  CPEICTB B
COOTBETCTBUH C TPEIbSIBICHHBIMU
TpeOOBaHUSMHU.

ONCpallMOHHBIX CUCTEMAX, B TOM

YUCJIE€  CpEICTBA  AHTUBHUPYCHOU
3aIlUTHI;

- MpPOBOAUTH KOH(UTypUpOBaHUE
MpOrpaMMHBIX ¥ HPOrpamMMHO-
anmapatHelx (B TOM  4YHCIe

KPUNTOTpapHUECKUX)
3amuThl HHOpPMALUH;

CpPEICTB

OK 01. Beibupats criocoOsl - 000CHOBaHHOCTb ITOCTAHOBKH DKcnepTHOe
peleHus 3a1a4 NpopecCUOHATIBHOM | LIeJIH, BBIOOPa U IPUMEHEHUS HaOJro/1eHue
NESTEIbHOCTH, IPUMEHUTENBHO K METO/IOB M CITIOCOOOB peIIeHUs OK3aMeH
Pa3IUYHBIM KOHTEKCTAM. Ipo¢eCCHOHATBHBIX 3a1a4;

- aJICKBaTHAas OLIEHKAa U CaMOOLIEHKa

3¢ (PEeKTUBHOCTH U KayecTBa

BBITOJIHEHUS TPO(HECCHOHAIBHBIX

3ajay;
OK 2. Ocy1uecTBisTh OUCK, - ACII0JIB30BAHUE PA3IIUYHBIX OKcnepTHOe
aHaJIU3 U UHTEPIIPETALNIO MCTOYHUKOB, BKJIHOYAsI Ha0JII0/IeHNe
uHpopManuu, HeOOXOUMOH IS 3JIEKTPOHHBIE PECYPCHI, OK3aMeH
BBITIOJTHEHUS 3a/1a4 Meauapecypcesl, UHTepHeT-pecypcebl,
poeCCUOHATILHOMN IEATEIbHOCTU. | IEPUOIUYECKUE U3/1aHUs 110

CHEIUAIbHOCTH JUIsl peLICHUs

npodeccHOHATbHBIX 3a]1a4;
OK 03. IlnanupoBars u - IEMOHCTpalMs OTBETCTBEHHOCTH DKcnepTHOoe
peann30BbIBaTh COOCTBEHHOE 3a IPUHSATHIE PEIICHUS; HaOJro/1eHue
poeCCHOHATBHOE ¥ IMYHOCTHOE | - 000OCHOBAaHHOCTH CaMOAHAIIN3a U DK3aMeH
pa3BUTHE. KOPPEKIHsI pe3yIbTaToB

COOCTBEHHOM pabOTHI;
OK 04. PaboTatb B KOJIJICKTHBE U - B3aUMO/IEICTBHE C DKcnepTHOoe
KoMaH i€, 3 (HEeKTUBHO 00yyaroImuMucs, MpernoiaBaTeNsiMi | HaOI0AeHNe
B3alMO/JICIICTBOBATD C KOJJIETaMU, | U MacTepamMu B X0/1€ 00y4eHuUs, C DK3aMeH
PYKOBOJICTBOM, KJIIMEHTAMHU. PYKOBOJUTENIMH YU€OHOH U

IIPOU3BOJCTBEHHOM MPAKTHK;

- 000CHOBaHHOCTb aHaJIN3a PabOThI

YWIEHOB KOMaH bl (MOIYMHEHHBIX );
OK 09. Hcnons3oBaTh - 3¢ (eKTUBHOCTH UCIIOIB30BAHUS OKcnepTHOe
MH(}OPMAaLIMOHHBIE TEXHOJIOTUH B MH(}OPMaLIOHHO- Ha0JII0/IeHNe
poeCCHOHATILHON IEATEIHOCTH. | KOMMYHHKAIIMOHHBIX TEXHOJIOTHHA B | DK3aMeH

PO eCCUOHAIBHON JEATETHFHOCTH

CorJIacHO (POPMHUPYEMBIM YMEHHUSM

Y TIOJTy4aeMOMY NMPAKTUYECKOMY

OTIBITY;
OK 10. ITonp30Batbcs - 3¢ (EKTUBHOCTH UCIIONIB30BAHUA B | DKCIEPTHOE
npodeccroHanbHOM npodeccuoHaNbHOM NeSTeIbHOCTH | HaOJtoIeHne
JOKyMEHTaIel Ha HE00XO0IUMON TEXHUYECKOM OK3aMeH

rocyaapCTBEHHOM U MHOCTPAaHHBIX
A3BIKAX

JOKYMCHTAllMHU, B TOM YHCJIC HA
AHTJIUICKOM SI3BIKE.
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