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CTpyKTypa U colep:KaHue MPAKTHKH
(4 xypc, 7 cemectp)

Ne HaumeHoBaHue BHI0B, Pa3/1eJi0B U TeM NPAKTHKHA KoanuyecTBoO
n/n 4yacoB
1 | [IpoBeneHne HHCTPYKTaXa MO TEXHUKE 0€30IMacHOCTH. 6
O3HaKOMIICHHE C TUIAHOM TPOBEICHHS YICOHOH MPAKTHKH.
[Tomydenue 3aganwuii Mo remaruke. Pa3paboTka MapKeTHHTOBOTO
IUTaHA MPOJIBMYKCHUS YCIIYT CBSI3U. BBIABICHHE KOHKYPEHTHOTO
MPEUMYIIeCTBA Ha phIHKE. [[poBeIeHIEe MAPKETHHTOBOTO
UCCIICIOBAaHMS PHIHKA YCIIYT CBsi3U/ AHAIN3 BHEITHEH MUKPOCPEIBI
MapKETHHTA
2 | O3HakomsieHue, moakI0dYenue, Hactpoiika DLP cucremsr Infowatch 6
CosaHue cTeHia BUpTyaibHoi cetu. Y cranoBka Traffic Monitor
3 | [loaxiroueHHe KOMIIBIOTEPOB B JIOMEH, YCTAHOBKA MOJUTHK 6
4 | Ycranoska Device Monitor, Arenra na Windows 7 6
5 | Anmunucrpuposanue Traffic Monitor, ycranoska nuieHsuu, 6
HACTPOIKa TUTATHHOB U TTOJIUTUK
6 | Hactpoiika arearckux noautuk Ha ARM 6
7-9 | Hacrpoiika noautuk Ha Device Monitor 18
10- | Hacrpoiika momutuk Ha Traffic Monitor 18
12
13 | Coznanue nanuaentos Ha Traffic Monitor 6
14 | Coznanue ceonok Ha Traffic Monitor 6
15 | Coznanue otuero Ha Traffic Monitor 6
16 | AHanu3 BLIABICHHBIX HHIIMAEHTOB U OTUYETOB 6
17 | Mi3yueHue U HaCTpOMKa 3aXBaTa CETEBBIX XPAHUIIHII] 6
18 | OdopmiieHne otueTa. Y4acTrue B 3a4eT-KOH(DEPEHITUH 110 yUeOHOMH 6
NPaKTUKE
Bcero: 108




[Inanupyemble pe3y/bTaThl 0CBOEHHS TPOrPAMMBbI PAKTHKHU

®opmMoii 0TUETHOCTH 00YUAIOIIEroCs M0 MPAKTHKE SBISETCS JHEBHUK C MIPUIIOKECHUIMHU K
aynuo-, ¢oto-,
MOJTBEPKIAIOIINX TPUOOpeTeHHE 00YYaIOLIMCS PAKTHUECKUX MPO(HEeCCHOHAIBHBIX YMEHHH 110
OCHOBHBIM BHUJaM IMpPO(ECCHOHAIBHOW JeATeNbHOCTH M HampaBieHa Ha (OPMHPOBAHHUE Y

HEMy B BHAE TIpadUYECKUX, BUJCO- M(WIM) JApPYTUX MaTepHasosB,

obOyyaromerocst 00mmx U MpoPecCHOHATBHBIX KOMIIETEHITUH.
KoHTposb 1 o1ieHKa pe3yIbTaTOB OCBOCHHS MTPAKTUKH OCYIIECTBIISETCS MPErogaBaTeieM

— PYKOBOJUTECJIEM ITPAKTUKH.

Koapl 1 HauMeHoBaHUs
MPOBEPAEMBIX KOMIIETCHIUI
WJIM UX COYETaHUU

Bunpl 1 06beM paboT, BBIMOIHEHHBIX 00YYarOIIUMCS BO BpEeMs
MIPaKTUKU

[1K 2.1.ITpou3BoauTh
YCTaHOBKY, HaCTPOUKY,
WCIIBITAaHUS U
KOH(UTYpHUpPOBaHUE
MPOTrpaMMHBIX U
MIPOrpaMMHO-aNMNapaTHbIX, B
TOM YUCJIE
KpunTorpauueckux cpeacT
3aIUThl HHQOPMAIHH OT
HECAaHKI[MOHHUPOBAHHOIO
JIOCTyTa U CIIEUAIbHbIX
BO3JICHICTBUII B 000pyI0BaHHE
MH(OPMALIMOHHO —
TEJIEKOMMYHUKAIITMOHHBIX
CHUCTEM U CETEM.

[lonxntoueHue, ycTaHOBKA CTEH/1a, BUPTyaJlbHOM MaluHel T M.
[TonknroueHue, ycTaHOBKa JIpaiiBEpOB, HACTPOIKa BUPTYaJIbHOM
MaIIMHbI areHTa

1K 2.2. ITopnepxuBarhb
Oecniepebolinyo paboty
IPOTPaMMHBIX U
IPOrpaMMHO-aINapaTHbIX, B
TOM YUCIIE U
KpUNTOrpauuecKux cpeacTs
3alUThl MHQOpMAIMK B
MH(OPMALIMOHHO —
TEJIEKOMMYHUKAIIMOHHBIX
CUCTEMaX M CETHX.

O3nakomiieHHe, NOAKII0UeHHe, HacTpoiika DLP cucremsl
Infowatch

Hacrpoiika arenrckux nonutuk Ha ARM

Hacrpoiika monmutux Ha Device Monitor

Hacrpoiika nomutuk Ha Traffic Monitor

1K 2.3.0cy1ecTBusTh
3amuTy HHGOPMAITUHU OT
HECAaHKI[MOHUPOBAHHBIX
NEUCTBUH U CIIEUAILHEIX
BO3JICUCTBUH B
MH(OPMALIMOHHO —
TEJIEKOMMYHUKAIITMOHHBIX
CHCTEMax M CETsIX C
HCIIOJIb30BaHUEM
MPOTPaMMHBIX U
MpOrpaMMHO-aNMNapaTHbIX, B
TOM 4YHCIIE
KpunTorpagpuueckux cpeacTn
B COOTBETCTBHUU C

Br16op, noaximoueHne, HaCTpOoiKa 3alUIIEeHHON CeTH.
O3HakoMIIeHHE, TOJKIIFOUYEHNE, HACTPOUKA CUCTEMBI PE3EPBHOTO
KOIIMPOBAHUS

AJIMAHHCTPHUPOBAHUE CUCTEMBI PE3EPBHOIO KOMTMPOBAHMS
O3HakoMJIEHME, TOKIIIOUEHUE, HACTPOHKA CUCTEMBI
AHTUBUPYCHOM 3aIMUTHI

AJMUHUCTPUPOBAHNE CUCTEMbI AHTUBUPYCHOMN 3aLUTHI




peIbsBICHHBIMU
TpeOOBAHUSIMU.

OK 01.Beibupats crnocoObl
pelieHus 3aa4
npodecCHOHATBLHOM
JIeSTEIIbHOCTH,
MMPUMCHHUTCIILBHO K pa3JINdIHbIM
KOHTEKCTaM

Pacmio3naBaThb CII0KHBIC HpO6JIeMLI B 3HAKOMBIX CUTYyallUAdX.
Bh1iensats cioxHble COCTaBHbIE YaCTH MPOOJIEMbI M OITUCHIBATh €€
NPUYUHBI U PECYPChl, HEOOXOAUMBIEC Uil €€ PEUICHUS B LEJIOM.
Omnpenensats NOTpeOHOCTH B MHPOPMALMU M MPEIIPUHUMATH
yCUIIHS 1A €€ IIOUCKA.

Bolienars TIiIaBHBIE M albTEPHATHBHBIE HCTOYHUKU HY)KHBIX
pecypcoB. Pa3pabarbiBaTh JeTalbHBIM IJIaH  JCUCTBUH U
npuaepkuBarbess  ero.  KauecTBo  pesynbrara, B LENOM,
COOTBETCTBYET TPEOOBAHUIM.

OneHuBath pe3yibTaT CBOEH padOoThl, BHIAEIATh B HEM CUIIbHBIE U
cy1abble CTOPOHBI.

OK 02. OcymiecTBisITh NOUCK,
QaHAIM3 W  WHTEPIPETALHUIO
uHpopmaruu, HEOOX0IUMOM
IS BBIDOJHEHHA  3a7a4
npodeCcCHOHATbHON

eI TEILHOCTH.

Onpenenstsb 3aJauyd  MoMcKa MH(OpPMaLUM; ONpenesTh
HEOO0XO/MMbIE MCTOYHHUKHM WH(POpPMAINH; IUIAHUPOBATH IPOIECC
MIOUCKA; CTPYKTYPHPOBAThH MOIY4aeMyI0 HH(OPMAIHIO; BBIACIAT
HauOoyiee 3HAYMMOE B TepeyHe HMHPOPMAIMH; OLECHUBAThH
IIPAKTUYECKYI0 3HAYUMOCTh PE3YJIbTAaTOB IOUCKA; O(GOPMIIATH
pe3yJIbTaThl IOMCKA

OK 03. IInanupoBatb u
peaan30BbIBaTh COOCTBEHHOE
npoeccuoHaIbHOe u
JTUYHOCTHOE Pa3BUTHE

Onpenensars akTyalbHOCTb HOPMaTUBHO-IIPABOBOM JOKYMEHTAUU
B NpPOQEeCCUOHAIBHON JEATEIbHOCTH; BBICTPAUBAaTh TPACKTOPUU
po(heCCUOHATILHOIO U IMYHOCTHOTO PAa3BUTHUSA

OK 04. PaGoratp B | OpranusoBbIBaTh paboTy  KOJUIEKTMBA W  KOMAaH]IBI;
KOJUIEKTUBE M KOMAaHJE, | B3aUMOJIECTBOBATh C KOJUIEraMH, PYKOBOJICTBOM, KIIMEHTaMU

3P PEeKTUBHO

B3aUMOJIEVCTBOBATh c

KOJUIETaMH,  PYKOBOJICTBOM,

KJIMEHTaMH.

OK 05. OcymectBisaTs | OpraHu30BbIBaTh paboTy  KOJJIEKTHBA W KOMAaHJbI;
YCTHYIO U IHCBMEHHYIO | B3aUMOJEHCTBOBATh C KOJJIETaMu, pyKOBOJICTBOM, KJIINEHTaMHU
KOMMYHHKAIUIO Ha

rOCy/IapCTBEHHOM  SI3bIKE C

y4ETOM ocoOeHHoCTeH

COLIMAIBHOTO M KYJBTYPHOTO
KOHTEKCTA.

OK 06. [TposiBnsATh | OnpenensTh akTyaJlbHOCTh HOPMAaTUBHO-TIPABOBOW TOKYMEHTALIUU
IpaXkJIaHCKO- B NPO(eCcCHOHAILHONW JIEATETbHOCTH; BBICTPAUBATh TPACKTOPHH
NaTPUOTUYECKYIO  TIO3HIINIO, | TPOPECCHOHATHHOTO M JMYHOCTHOTO Pa3BUTHUS

JIEeMOHCTPHPOBATh

OCO3HAaHHOE TIOBEJCHHE Ha

OCHOBE TPaIUIIMOHHBIX

00I11e4eI0BEYECKUX

LIEHHOCTEN.

OK 07. CopneiictBoBaTh | OpraHu30BbIBATH paboTy  KOJUIEKTMBA M KOMAaH/BI;
COXPAaHEHMIO  OKpY’Karolled | B3auMOJICHCTBOBATh C KOJUIETaMU, PyKOBOACTBOM, KIIMEHTaMHU

Cpebl, pecypcocOepereHHIO,
3¢ (heKTUBHO [eHCTBOBaTH B
Ype3BBIYAHHBIX CUTYAIUSX.

OK 08. Hcnonb3oBath
CpeacTBa ¢buznyeckoi
KYJBTYPBL JJI1 COXPAaHEHUS U

Onpenenars akTyalbHOCTh HOPMATHBHO-IPABOBOM TOKYMEHTALIUH
B MPO(EeCCHOHALHONW NEsATEeIbHOCTH; BBICTPAUBATh TPACKTOPHH
po(heCCHOHATIBHOTO M IMYHOCTHOT'O PAa3BUTHUS




YKpEIUIEHUsI  3/I0pOBbS B
nporuecce npoheccuoHaNbHOMI
JESATEIbHOCTH U OIEpKaHUE

HE00X0IMMOr0 YPOBHS

buznueckoit

HOJTrOTOBJIEHHOCTH.

OK 09. Ucnonb3oate | [IpumeHsaTh cpeactBa WHGOPMALMOHHBIX TEXHOJOTHHA  JUIs
UH(POPMAaLIMOHHbIE peeHus MpoecCUOHANBHBIX 33Jay; MCII0JIb30BaTh COBPEMEHHOE
TEXHOJIOTUN B | mporpaMMHOe oOecrieueHue

npodeccuoHaIbHON

JESITEJIbHOCTH.

OK 10. [Tonp3oBathes | [ToHMMaTh OOIIUE CMBICT YETKO MPOU3HECEHHBIX BBHICKA3bIBAHUHN
npodeccuoHaIbHON Ha U3BECTHBIC TeMbI (TIpodeccHoHaNbHbIE U OBITOBBIC), TOHUMATh
JIOKyMEHTaluei Ha | TeKCThl Ha 0a30Bble NPOQECCHOHATBHBIE TEMbI, Yy4acTBOBaTh B
rocy/1apCTBEHHOM U | [Majlorax Ha 3HAaKOMble oOHIMe W NpPOQECCHOHANIbHBIE TEMBI;

HHOCTPAHHOM A3bIKEC.

CTpPOUTH TPOCTHIE BBICKa3biBaHUSI O cebe U O CBoei
poecCHOHATLHON  JIEATEIIBHOCTH; KPAaTKO OOOCHOBBIBATH W
OOBSICHUTh CBOM JIEUCTBUS (TEKyILIHME W IUIAHUPYEMBIE); MHCATh
MIPOCTHIC CBSI3HBIC COOOIEHUSI HA 3HAKOMBIC WJIH HMHTEPECYIOIINE
npodeccuoHabHbIE TEMBI




TpeOoBanusi K 0()OPMIICHUIO OTYETA

[To 3aBeprIeHHIO TPOXOKACHUS MPAKTUKH 00yYaIOIIUIACS T0JKEH cPOPMUPOBATH U MIPEJICTABUTh
PYKOBOJUTEIO MTPAKTUKU OTYET, COICPIKAIITHI:

1. TuTynbHBIN TUCT

2. ATTecTalMOHHBIN JHCT, B KOTOPOM MPECTABICHBI 3aJJaHKs HA MIPAKTUKY B BUJIC BUIOB
1 00BeMOB pabOT U KOTOPBIH NMpeAcTaBisieT cOO0N JTHEBHUK MPAKTUKH.

3.0T4er, comepkamuii MOAPOOHOE OINMMCAaHUE BBITOJHEHUS BUIOB U 00BEMOB paboOT
00y4aromuMcst BO BpeMs MIPOXOKIACHUSI TPAKTUKH.

Otyer 10 00BeMy AODKEH 3aHUMaTh He MeHee 10-15 crpanun dopmara A4 u comepkarb
WLTIOCTPAIMH (S3KpaHHbIE OPMBI), IEMOHCTPUPYIOIINE BCE BUIbI BBIITOIHAEMBIX paOOT COTJIACHO
TEMaTHYECKOMY IIJIaHYy MTPOrPaMMBbl IPAKTUKH.

TpeGoBanwust K PUPTY:

- 3aTOJIOBKH BBINTOTHSAOTCS 14 mipudToM (KUPHBIM);

- OCHOBHOM TeKCT BbInosiHgeTcs 12 win 14 mpudrom (0ObIYHBIM);

- HAMMEHOBAHMUSI Pa3/IEIOB BHIMOIHSIIOTCS MO LEHTPY;

- BBIpaBHUBAHHE 10 NIMPHHE.

OT4er Mo MpakTUKE JOHKEH OBITh MPEACTABICH PYKOBOJUTENIO MPAKTHKU OT KOJUIEKa He
no3aHee 3-X JOHEH mocie ee 3aBeplieHHs Ha OyMakHOM (MOAIIMTOM B Mamnky) U (Win)
3JICKTPOHHOM (JTUCKE) HOCUTEIISX.



TpebdoBaHus K COOIOIEHUI0O TEXHUKH 0€30MMACHOCTH
U NOKAPHON 0e30macHOCTH

B pamkax npoxoxaeHus y4eOHOW NpakTHUKU (B IEpBbI JEHb) B y4eOHBIX, y4eOHO-
IPOM3BOJICTBEHHBIX MAacCTEPCKHX, J1a0OpaTOpHsX, Y4eOHO-ONBITHBIX XO3AHCTBaX, Y4eOHBIX
MOJIUTOHAX, YUEOHbIX 0a3axX MPAKTUKU M UHBIX CTPYKTYPHBIX MOAPA3ACICHUIX 00pa3oBaTeIbHON
OpraHu3anuy o0yYaroIuecss NPOXOAAT MHCTPYKTaX IO TEXHMKE OE30IacHOCTU M I0XKApHOM
0e30IIaCHOCTH, O YE€M B COOTBETCTBYIOUIEM JKYpPHAJI€ CBHUJETEIbCTBYIOT  IOJMNHMCU
MHCTPYKTUPYIOLErO U HHCTPYKTUPYEMOTO.

B pamkax npoxosx1eHusi IpOM3BOJCTBEHHON IPAKTUKY (B IEPBBIM JI€Hb) B OPraHU3aLUIX
— 0a3ax MpaKkTUKKU 00ydaroLIMecs IPOXoIAT MHCTPYKTaX 10 TEXHUKE 0€30IaCHOCTHU U M0KapHOU
0e30IIaCHOCTH, O YE€M B COOTBETCTBYIOLIEM JKYpPHAJI€ CBHJETEIbCTBYIOT  IOJMNHMCU
MHCTPYKTUPYIOLIErO0 U HHCTPYKTUPYEMOTO.

TpebdoBanusi 6€301aCHOCTH BO BpeMsi padoThI

1.1. [IpenonaBatesnb (PyKOBOAUTENb IPAKTUKH) TOJKEH KOHTPOJIUPOBATh OOCTAHOBKY BO
BpeMsl 3aHATHH 1 obecrieunTs 6e30acHoe MPOBEACHUE MPOoLIecca MPAKTUKH.

1.2.Bo Bpemsi MpaKTUKH B MOMENICHHH (KaOWHETe) MOJDKHA BBIMOJIHATHCS TOJNBKO Ta
paborta, KoTopas MpeaycMOTpeHa POrpaMMOi PaKTHKH.

1.3. Bce BuUABI JOTMOJHUTENBHBIX 3aHATHA MOTYT IPOBOAUTHECS TOJBKO C BeAOMa
PYKOBOJIUTENS MJIK COOTBETCTBYIOIIETO JOJKHOCTHOTO JIMLA 00Pa30BaTEIbHOIO YUPEXKICHHS.

1.4.Tlpu mpoBeneHHM JAEMOHCTPALMOHHBIX paboT, J1TA0OPATOPHBIX W TPAKTHYECKUX
3aHATUM B IOMOIIb IpenojaBareiio (PyKOBOAMTENIO HPAKTUKHM) JODKEH OBITh Ha3Ha4YeH
MOMOUTHUK (J1a0OpaHT, aCCUCTEHT, MH)KEeHep). DYyHKIMU TOMOLUIHUKA 3alpPEIlaeTCsl BBIIOIHATh
oOyJaroremycs.

1.5. TlpenogaBatento (PyKOBOIUTENIO MPAKTUKN) 3aMPEIIACTCS BBITIOJHSITH JTIOObIE BUIBI
PEMOHTHO-BOCCTaHOBHUTEIBHBIX paObOT Ha paboyeM MecTe 0Oydarollerocs Wil B IOMEIIEHUH BO
BpeMsl MpaKTUKU. PEMOHT [OJKEH BBINOJHATh CHEIHAIbHO IOATOTOBICHHBIM IEepCcoHAl
YUpEXKACHUs (JIEKTPOMOHTED, Clecapb, SJIEKTPOMEXaHHK U Jp.).

1.6. Ilpu mpoBeZeHUH TMPAKTHKH, BO BPEMs KOTOPOW BO3MOXKHO OOIEee WM MECTHOE
3arps3HEeHue KOKU 00ydarolerocs, mpeno/iaBaTesb (PyKOBOAUTENb MPAKTHKH ) JOHKEH 0COOEHHO
THIATEJILHO COOJII0IaTh TUTHEHY TPYyAa.

1.7. Ecnu npenopaBarens (PyKOBOAMTENb MPAKTHKH) WIM OOydYarolMHCs BO Bpems
3aHATHM BHE3AlHO IOYYBCTBOBaJ ce0s HE3JOPOBBIM, IpernojaBaTesieM (pyKOBOJUTENIEM
NPAaKTUKH) TOJIKHBI ObITh IPUHATHI SKCTPEHHbIE MEPBI:

IIpY HapYILIEHUM 370POBbsl 00yUaronerocs (roJoBOKpykeHHe, 00OMOpPOK, KPOBOTEUEHHE
U3 HOCa M Jp.) MpenoAaBatelib (PyKOBOAUTENb MPAKTUKU) JOJDKEH OKa3aTb eMy HEOOXOAMMYIO
MEPBYI0 J0BpaueOHYI0 MOMOIUIb, BbI3BaTh MeIpaOOTHHKA WM NPOBOIAUTH 3a00JIEBIIETO B
MEITYHKT 00pa30BaTeIbHOTO YUpEKACHUS (JIeueOHOe yUpeKIeHue);

IpU BHE3alTHOM YXYIIICHUU 3J0POBbsI IpenojaBatrens (PyKOBOIUTENS TPAKTUKH)
MOCTaBUTh B U3BECTHOCTH YEPE3 OJTHOTO U3 00YUAIOIIErocsi PyKOBOAMUTEINS YUPEKACHUS (UIH €ro
MpeJCTaBUTENs) O ciyuuBiieMcs. JlanbpHeliine OeHCTBUS NpPEACTaBUTENS aJIMUHUCTPALUN
CBOJITCSL K OKa3aHUIO MOMOIIM 3a00JeBIIEMY IPENoAaBaTeNio (PYKOBOJIUTENIO MPAKTUKU) U
PYKOBOJICTBY I'pyHIoi 00y4aromuxcsi B TeYeHHE BPEMEHHU MPaKTHKH.

1.8. IlpenonaBarens  (pyKOBOAUTENb  MPAaKTHKH)  JOJDKEH  MPUMEHSATh  MEpBI
JUCIUIUIMHAPHOTO BO3JEHCTBUS Ha O00ydyaroUXcs, KOTOPhIE CO3HATEIbHO HapyLIaloT MpaBuiia
0€3011aCHOr0 MOBEACHUS BO BpeMs IPOBEICHUS MPAKTHKH.

1.9. lIpenogaBatens (PyKOBOAMTENIh TMPAKTHKH) JIOJDKEH JOBOIUTH JO CBEICHHS
PYKOBOJIUTENS YUPEXKICHHS O BCEX HEJOCTaTKaX B 00ECIIEYeHUH OXPaHbl TPYyAa pernoiaBaTesnei
1 00yYaroIuXxcs, CHIKAIOIIMX )KU3HEESTEIbHOCTh U pab0TOCIIOCOOHOCTh OpraHM3Ma YeloBeKa
(3aHM>KEHHOCTb ~ OCBEIIEHHOCTH,  HECOOTBETCTBHE  IIyCKOPErYJIMPYIOLIEH  ammaparypbl
JFOMHHECLEHTHBIX JIaMII, TPAaBMOOIIACHOCTb U JP.)



OcHoBHBbIE TPeOOBAHUS MOKAPHOH 0€30MACHOCTH

OOyuaronuiicsi TOJKEH BBIOIHATH NMpPaBUia IO MOXKapHOH Oe30MacHOCTH, a B clyyae
BO3HUKHOBEHHUS II0’Kapa JIOJDKEH BBINOJIHATH OCHOBHBIE TPeOOBAaHUS MPOTHUBOIOXKAPHOIO
pexxuMa:

- 3HaTb, 1€ HAXOATCA IEPBUUHBIE CPEJICTBA OKAPOTYILIEHHS, a TAK)KE KaKHe MOAPYYHbIE
CPEJCTBA MOYKHO IIPUMEHSATH NIPU TYLICHUH [105Kapa;

- IpU paboTe ¢ OrHEONIACHBIMU MaTepHaIaMU COOJII0IaTh TPOTHUBOIIOKAPHBIE TPEOOBAHMS
U UMETh BOJIM3M HEOOXOIMMBbIE CPeACTBa JUIS TYLICHHUS MOapa (OrHETYIIUTENH, TIECOK, BOIY U
Ap.);

- YXOZs TIOCJIEHUM U3 Pab0overo MoMeneHust, HeOOXOAMMO BBIKIIIOUUTH 3JIEKTPOCETh, 32
UCKJIFOUEHHEM JIeKYPHOI'O OCBEIIECHUS.

O060 Bcex 3aMEUEeHHBIX HAPYUICHUAX MOXKAPHON 0€30MAaCHOCTH COO0IATh PyKOBOAUTEIIO
NPaKTUKU, aIMUHUCTPALMU OpPraHU3all, YIpeKICHHUS.

[Ipy BO3HMKHOBEHUU I0XKapa HEMEJIEHHO NPUCTYIHUTh K €r0 TYIIEHHUIO UMEIOIIMMHUCS
cpeacTBaMu, cooOmuTh 1o tenedony 01 m agMuHUCTpauuu npeanpusTHs (MOPSA0K NercTBUi
OINpPEAEIUTh CAMOMY B 3aBUCUMOCTHU OT CTENIEHHU YIPO3bI).

B pacnionoxxennn o0pa3oBaTeNbHOIO YUPEKICHUS 3alpeIacTcs:

- 3arpoMOXXJaTh M 3aKpbIBaTb IPOE3Abl M TMPOXOJAbl K IOXKapHOMY HHBEHTAPIO
000pYIOBAHHUIO U M0KAPHOMY KpaHy;

- OpocaTb Ha MOJ U OCTaBIATh HEYOpaHHBIMH B padOyYuX MOMELIEHUSX Oymary,
IPOMACJIEHHbIE TPAIKU U JIp.;

- 00BeIIMBATh 3JEKTPOIAMIIBI OyMarol M TKaHbIO, BEIIaTh Ha AJIEKTPOBBIKIIOYATENIN U
3JIEKTPOIIPOBOJIA OJEXKY, KPIOKH, INPUCHOCOOTEHUs U JIp., 3a0MBaThb METAUIMYECKUE TBO3AU
MEXJly 3JEKTPOIPOBOAAMM, MOJKIIOYATh K JJIEKTPOCETH HEMPENYyCMOTPEHHbIE Harpy3Ku,
3aMEHSTh [IEPErOPEBILIUE MTPETOXPAHUTENN KYCKaMHU MPOBOJIOKU — (OKYUKaMM»;

- HCIIOJIb30BAaTh HAa CKJIaJaX, YYEOHBIX W BCIOMOTaTEJIbHBIX MOMEUICHMSIX IS
IPUTOTOBIICHUS MUIIK M 000TpeBa EKTPOIUIUTKH, SJEKTPOUatHUKH, KEPOCHHKH;

- YUCTUTH pabouyro 01€K 1y OEH3MHOM, pacTBopuTeneM uiu apyrumu JIBXK



IlepeyeHb pekoMeHayeMbIX y4eOHbIX U31aHuil, UHTepHeT-pecypcoB, 10NOJIHUTEIbHON
JINTEPATYpPbl

Ilepeyenb pexomeHayeMbIX Y4YeOHbIX H3AaHuil, W HTepHeT-pecypcoB, JAONOJHUTEIbHOM
JIMTEPaTypbl

OCHOBHBIE UCTOYHUKHU:

1. bapuues C.I'., ['onuapor B.B., CepoB P.E. OcHoBBI coBpemMeHHO# kpunTorpadun: yueo.
[Tocobue. — M.: I'opstuas nunust — Tenexom, 2017.- 175 c.

2. Hymxun A.B., bapcykoB O.M., Kpasuos E.B., CnaBuos K.B. IIporpammHo-annapaTHbie
cpenctBa obecnieueHust nHGopmanroHHoi 6e3onacHocT: yued. [Tocodue. — M.: ['opsiuast muHus
— Temexom, 2016.- 248 c.

3. HoukoB B.K. Opranm3anmoHHoe U TpaBoBoe obecredeHre WHHOOPMAIMOHHON
6e3onacHocTH: B 2-x yactsx. Yacts 1. [IpaBoBoe oOecnieueHrne nHPOPMAIMOHHOM 0€3011aCHOCTH:
yueb. [Tocobue. — M.: MUDT, 2013. — 184 c.

4. HoBukoB B.K. OpranuzanmoHHoe u mpaBoBoe obecreyeHre WHOOPMALMOHHON
6e3omacHoctn: B 2-x wactsax. Yacte 2. Opram3anuoHHOEe obOecrieueHne HHPOPMAIUOHHOM
6e3omacHocTH: yuebd. nocodue. — M.: MUDT, 2013. — 172 c.

S. Opranu3anoHHO-TIpaBoOBOe obecrieueHne HH(POpPMAMOHHOW Oe3omacHocTh:  yueO.
nocobue s CTy[. yupexaeHui cpen. npod. oopazosanus/ E.b. benos, B.H. IIpxxeropaunckuii.
— M.: U3narensckuii neHTp «Akaaemus», 2017. —336¢

6. NBanoB M.A., UyryukoB M.B. Kpunrorpaduueckue mMeTonasl 3amuThl HHGOPMAIUU B
KOMITBIOTEPHBIX CHCTEMax M CeTsAX. YuebHoe mocobme - MockBa: MUDU, 2012.- 400 c.
PexomennoBano YMO «SlnepHble (u3nKa U TEXHOJOTHI» B KauyecTBE yueOHOro mocobus ams
CTYZICHTOB BBICIIUX y4EOHBIX 3aBEICHUH.

7. Andépos A.IL., 3y6oB A.1O., Kyzpmun A.C., Uepémymikun A.B. OcHoBBI kKpuntorpaduu
(yuebnoe nmocobue). - M.: I'enmroc APB, 2005. — rpucd Munuctepcra obpazoanusi PO no rpynme
crienManbHOCTEN B 00s1acTH HH(OPMAIIMOHHOM 0€301MacHOCTH

8. Menwsuukos B.I1., Kneiimenos C.A., IlerpakoB A.M.: UudopmarimonHas 6€30macHOCTh U
3amuta nHGopmaru M.: Akagemus, - 336 c. — 2012

9. [Manprun B.®. 3amuTta nHPpOpMauu B KOMIbIOTEPHBIX cucTemMax u cetsax Mzn-so: IMK
[Tpecc, - 2012

10.  Karopun 10.®., Pazymoscknuii A.B., CnuBak A.W. 3ammra nHGOpMau TeXHUIECKUMHU
cpenctBamu: YuebHoe nocoodue / [lon penakuumeit FO.®@. Karopuna — CI16: HUY UTMO, 2012. —
416 c.

JlononHuTEIbHBIE UCTOYHUKU:

PykoBonctBO agmuHucTparopa Kpunron-zamok

2. PyxoBoacteo anmunuctparopa ITIIKOII «Actpa»

3. PykoBoncTBo agmunuctpatopa KTM-256

4. Yuebnoe nocobue CtpykTypupoBaHHas kadbenbHast cucteMa NIKOMAX»

1. DnekTpoHHO-OMONMHMOTEUHass cucTeMa [DIEeKTpOHHBIA pecypc] — pexxuMm noctyma:  http://
www.znanium.com/ (2020).

2. DnekTpoHHO-OMOJMOTeYHass cuctemMa [DIEKTPOHHBI pecypc] — pexuM JocTymna:
http://www.fstec.ru caiit ®CTOK PD(2020).

3. DnexTpoHHO-OMOMMOTEYHass cuUcTeMa [DJEKTPOHHBIM pecypc] — peXHM JOCTyma:
http://www.ancad.ru caiit kommaann AHKAJ[(2020).

4. DnekTpoHHO-OMONMMOTEYHAas cucTteMa [DIEKTPOHHBI pecypc] — pexuM JocTymna:
https://www.cryptopro.ru/ caiit komnanuu Kpuntollpo(2020).

5. DnexTpoHHO-OMOMMOTEYHass cUcTeMa [DJEKTPOHHBIM pecypc] — peXHM JOCTyma:
https://infotecs.ru/ caiir OAO «MudoTeKCx» (2020).

6. DNeKTpOHHO-OMOMMOTEUHass cucTeMa [DJEKTPOHHBIM pecypc] — pEeXHM JOCTyma:

https://www.infowatch.ru/ TK «Mudopsata» (2020).
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ATTECTAIIMOHHBIN JIUCT MO YYEBHOM IMPAKTHUKE
(BAJAHME HA ITPAKTHKY)

/(0]
obyuaronuiics(asics) Ha 4 kypce 1o cnermaibHoctr CI1O
10.02.05 Ob6ecnieuenre nHGOPMAITMOHHOW 0€30MTACHOCTH AaBTOMATU3UPOBAHHBIX CUCTEM

KOO

HAaumeHoearue
YCHEIIHO npoien(ia) yaeOHyo MpakTUKy Mo MpodeccnoHaTbHOMY MOJIYJIIO
«3amuTa nHPOPMAIMY B aBTOMATU3HPOBAHHBIX CUCTEMAaX NMPOrPAMMHBIMH U IPOTPAMMHO-
armnapaTHbIMU CPEICTBAMMY

B 00beMe 108 waca ¢ «

HaumeHo8anue NPoPecCUOHAIbHO20 MOOYIA
202_r. 1o « »

202_r..B

I'BIIOY Y pumckuil KoJuieK paaroIeKTPOHUKHY, TEIEKOMMYHUKAIMHI U O€30M1aCHOCTH

Haumernoedrnue opeanuzayuu

Buabl 1 kauecTBO BHINOJHEHHS PA0OT C b0 OlleHKU ¢hOPMUPOBAHHOCTH OOIIIMX

KOMIIeTeHI Ui
Pe3yabTarsl
OcHoOBHbBIE OKA3ATEJIH OLlEeHKH ®opMbI U METOAbI
(ocBOeHHBIE 00IIHE
pe3yJbTara KOHTPOJISAA ¥ OLleHKH
KOMIIETEHIIMH)
Bri6upats ciocoOb! perienus 3ai1ay | Paco3naBate  crnokHele  mpoOsieMbl B | IHTepnperanus
MpoeCCHOHAIBHON JI€ITEIbHOCTH, | 3HAKOMBIX CUTYaIlUsX. pe3yabTaToOB
NPUMEHUTEIPHO K  Pa3NUYHBIM | BBIACNATh CIOXKHBIE COCTaBHBIE 4YacTH | HAOIIOJCHHIA 3a
KOHTEKCTaM. npoOJeMbl M ONHCHIBATh €€ NPHYUHBI U | NEATEIbHOCTHIO
pecypchl, HEOOXOAUMBIE ISl €€ pelieHus B | 00y4Yaromerocs B
neiaoMm.  OmpenensiTh  MOTPEOHOCTH B | MPOIECCE  OCBOCHUS
uH(pOpMaIIMU U MIPEANPUHUMATD YCUIIHS I | 00pa3oBaTeIbHON
e€ IouCKa. [IPOTPaMMBI
BoigensaTe rnaBHBIE U ajdbTepHATHUBHBIC
HUCTOYHUKHU HYKHBIX pecypcoB.

Pa3pabartbiBaTh neTanbHbBIN MIaH 1EHCTBUHN U
npuaepxkuBaThcsa ero. Kauecto pesynbrara,
B I[€JIOM, COOTBETCTBYET TPEOOBAHUSM.

OueHuBaTh  pe3ynbTaT CBOCH  pabOTHI,
BBIJICTISITH B HEM CUJIbHBIC U cJ1a0ble CTOPOHBI.

OC}’H.ICCTBJ'ISITL IIOUCK, aHaJIhu3 H

[TnanupoBaTh MH(POPMALMOHHBIM MOUCK W3

WHTEPIPETAIUIO uH(pOpMaInH, | MHAPOKOTO Habopa HMCTOYHUKOB,
HEOOXOMUMOM /s BBITIOJHEHUS | HEOOXOUMOTO TUTST BBITIOJTHEHUS
3ama4 npodecCuoHaNBHON | TPO(eCCHOHATBHBIX 3a/1a4

NEeSATENbHOCTH. [IpoBoauTh aHaIu3 MOJTy4YEeHHOM

uH(pOpMallMK, BBIJACNIATh B HEW TJIaBHbIE
aCIeKThI

CTpyKTYypHpOBaTh O0TOOpaHHYIO
UHpOPMAaLINIO B COOTBETCTBUH c
napaMeTpamMH MoucKa

WuTepnpernpoBathb MOJIyYCHHYIO
UHPOPMALINIO B KOHTEKCTE

pohecCHOHALHOM e TeIbHOCTH
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PaboTtath B KOJJIEKTUBE U KOMaH]IE,
3¢ PEeKTUBHO B3aUMOACHCTBOBAThH C

YyacTBoBaTh B JCIOBOM OOIIEHUU JUIS
3¢ (HEeKTUBHOTO pelIeHus IeJIOBbIX 3a/1a4

KOJUIETaMu, pykoBojacTBoM, | [TnanupoBarsb poeCCUOHATIEHYIO

KJINEHTAMM. JIeATEIbHOCTh

Hcnons3oBate  uHbopManmonnsie | [IpuMensTh cpenctBa uHGOpMATHU3ANUUA H

TEXHOJIOTUU B NpodeCcCHOHAIbHON | MH(POPMAILIMOHHBIX TEXHOJIOTUH JUTSL

NEeSITETbHOCTH. peanuzanuu npodeccuoHaIbHON
JIEATEIbHOCTH

[Tonp3oBatbest mpodeccronansHolt | [IpuMeHaTh B npodecCuoHaTbHON

JOKYMEHTalHUEN HA | JESITEIbHOCTU WHCTPYKUHUU Ha

rocyagapCTBEHHOM KW HHOCTpaHHOM
SA3BIKC.

roCyIapCTBEHHOM M HHOCTPAHHOM SI3bIKE.
Bectn o0menne Ha npodeccruoHaIbHbIE
TEMBI

BriOupats ciocoOsl perieHus 3aaad
npoeCcCUOHATILHON e TeIbHOCTH,
NPUMEHUTEIBHO K  Pa3jIU4HbIM
KOHTEKCTaM.

Pacno3sHaBaTh  clOKHBIE  IpPOOJIEMBI B
3HAKOMBIX CUTyalUsIX.

BoigensTe  CHOXKHBIE COCTaBHBIE  YacTH
npoOyieMbl W ONUCHIBaTH €€ MTPUYUHBI U
pecypchl, HEOOXOIUMBIE NJisi €€ pelieHus B
nenoM.  OmpenensTe  NOTPeOHOCTH B
uH(pOpMaIUK U TPEANPUHUMATD YCUITUS JIJIs1
€€ IouCKa.

BoigensaTe THaBHBIE W alIbTEPHATHUBHBIC
HMCTOYHUKHU HY>KHBIX pECypCoB.
Pa3zpabatbiBaTh AeTaNbHBIN TUTAH JEHCTBUM U
npuaepxkuBarbces ero. KauectBo pesyinbrara,
B 1I€JIOM, COOTBETCTBYET TPEOOBAHUSM.
OuenuBaTh pe3yiabTaT CBoOell  paboTHI,
BBIJICJISITh B HEM CHJIBHBIC U CJIA0bIE CTOPOHBI.

OcylecTBiATh MOWUCK, aHaIU3 U
UHTEPIIPETALNIO uHpOpMaLuy,
HEOOXOIUMOM NIl BBIIOJHEHUS
3a1a4 npogeccruoHaTbHON
NeSITEIbHOCTH.

[TnanupoBath MH(OPMALMOHHBIA TOUCK W3

LIUPOKOTO Habopa HCTOYHHKOB,
HE00X0IUMOT0 JUIS BBIIIOJIHEHUS
npodecCHOHATBHBIX 3a1a4

IIpoBoauTh aHaJn3 ITOJTyYEHHOMN

I/IH(i)OpMaLII/II/I, BBIJIEIATE B HEU TJaBHBIC
ACIICKTHI

CTpyKTypHpOBaTh 0TOOpaHHYIO
MH(pOpMaLIHIO B COOTBETCTBUH c
rapamMeTpamu IOUCKa

WNHTepnpeTupoBath IIOJIy4YECHHYIO
UHpOPMALINIO B KOHTEKCTE

poeCCHOHATBHON e TETHHOCTH

Pabortath B KOJIEKTUBE M KOMaHJIE,
3¢ PEeKTUBHO B3aUMOJCHCTBOBAThH C
KOJUIETaMU, PYKOBOJCTBOM,
KJIMCHTAMH.

VYyacTBoBaTh B JENOBOM OOIIEHUU IS
3¢ (PEeKTUBHOTO peIIeHUS ACTOBBIX 3a1a4
[1nanupoBaTh npodeccrnoHaIbHYI0
JIeATEITLHOCTh

Hcnonp3oBate uHGOPMaIMOHHbBIE

[TpumensiTh cpenctBa MH(OPMATU3ALUUA U

TEXHOJIOTUU B TNPO(ecCHOHAIBHON | HH(OPMAIIMOHHBIX TEXHOJIOTUH JUIS

NeSITEIbHOCTH. peanuzainuu npodeccuoHanbHOM
JIESITEIIbHOCTH

[Tonp3oBatbest mpodeccronansuolt | [I[puMeHsTh B npodecCHOHATbHON

JOKyMEHTaluen Ha | AeATEIBbHOCTH MHCTPYKLUN Ha

TOCYJApCTBEHHOM U MHOCTPAHHOM SI3BIKC.
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rocyaapCTBCHHOM W HHOCTPAHHOM
SA3BIKC.

Bectun o0menne Ha mpodeccruoHaIbHbIE
TEMBbI

BI/II[BI 1 Ka4€CTBO BBIITOJIHCHUS pa60T C ICJIBIO OLICHKHU C(bOpMI/IpOBaHHOCTI/I HpO(beCCI/IOHaJ'IBHBIX

KOMIIETEHIIU A

Konsl 1 HauMeHOBaHUS
MPOBEPSIEMBIX KOMITETEHLIUM UITH
HUX COUETaHUU

Buapl 1 06beM paboT, BBITIOJHEHHBIX
00yJaromuMcst BO BpeMs ITPAKTUKU

KauecTtBo
BBITIOJTHEHHSI
paboT (o1eHKA)

I1K 2.1.ITpou3BoauTh YCTaHOBKY,
HACTPOMKY, HCIIBITAHUS U
KOH(HUTypUpPOBAaHHE MTPOTPAMMHBIX
¥ TIPOrpaMMHO-aIapaTHBIX, B TOM
qHcIie KpUNTOrpaduuecKux
CPEICTB 3alIUTHl HHYOpMALIUK OT
HECAHKIIMOHHPOBAHHOTO JIOCTYIIA
CIIeIMaIbHBIX BO3JCHCTBHI B
obopypoBaHue HHPOPMAITIOHHO —
TEJIEKOMMYHUKAIIMOHHBIX CHCTEM U
ceTel.

IToaxnroueHue, yCTaHOBKA CTEHAA, BUPTYalbHON
MaiuHel TM.

IToaxnrouenue, ycTaHOBKA APalBEPOB, HACTPOUKA
BHUPTYaJIbHOU MAIlIMHbI areHTa

[1IK 2.2. [ToanepxuBath
OecniepeboitHyt0 padoTy
IIPOrpaMMHBIX U IPOrPaMMHO-
anmapaTHbIX, B TOM YHCIIE U
KpUNTOTrpapUUECKUX CPeaCTB
3alIUThl HH(OPMAIHH B
MH(POPMALMOHHO —
TEJIEKOMMYHHUKAITHOHHBIX
cucTeMax M CeTsX.

O3HakoMJIeHUE, TIOIKJIFOUYCeHHE, HacTpoiika DLP
cucremsl Infowatch

Hacrtpotika arenTckux noJutuk Ha ARM
Hactpoiika nomutuk Ha Device Monitor
Hacrpoiika nonutuk Ha Traffic Monitor

[1K 2.3.0cy1iecTBisITh 3aIIUTy
uHpOpMaLUU OT
HECAHKIIMOHUPOBAHHBIX JICUCTBHI
U CHIeIIMaNIbHBIX BO3JICHCTBUM B
MH(OPMALIMOHHO —
TEJIEKOMMYHUKAI[UOHHBIX
CHCTEMaX M CETIX C
WCIIOJIb30BaHUEM MPOTPAMMHBIX U
MIPOrpaMMHO-aNMNapaTHbIX, B TOM
qrclie KpUnTorpaguueckux
CPEACTB B COOTBETCTBHH C
MPeIbSIBICHHBIMU TPEOOBAHUSIMH.

Br10op, moakroueHue, HaCTpoiKa 3alIUIIeHHON
CeTH.

O3HakoMJIEHUE, TTOJIKIIFOUEHHE, HACTPOMKa
CHUCTEMBI PE3EpPBHOTO KOTMPOBAHUS
AJMUHUCTPUPOBAHNE CUCTEMBI PE3EPBHOTO
KOIUPOBAHUSA

O3HakoMJIEHUE, TIOJIKJIFOYEHHE, HACTPOIKa
CHUCTEMbI aHTUBUPYCHOM 3aILIUTHI
AJMUHUCTPUPOBAHNUE CUCTEMbI aHTUBUPYCHOM
3aIIUThI

HtoroBasi oneHka (8vigooumcs Ha
OCHOB€ OUEHOK 3a KaMCOblll 6UO
pabomul no NAMUOANTLHOU WIKALe)

CtyzneHTOM NpoiiieH HHCTPYKTaX M0 TEXHUKE O€30M1acHOCTU U oxpaHe TpyAa. CTyJAeHT 03HaKOMIIEH
IpaBUJIIAMU PAcToOpsiika U HHPOPMALMOHHON 6€30MacHOCTH.
XapakTepucTHKa NPO(PEeCCHOHATBHOM 1eITEJIbHOCTH CTYIeHTAa BO BpeMsl Y4eOHO! NPaKTUKHU
(omnowenue k pabome, 1uunvie kavecmea u m.o.)
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Hata«_ » 20 r.

[Toamucu pyKOBOAUTENEN TPAKTUKH
0T 00pa3oBaTeNIbHON OpraHu3aluu
[Toamuck pykoBoauTens 0a3bl MPAKTHKU

MII
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